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Moanncaro unpposoit noanmcsio: BAKUPOBA PETMHA

BAKPOBA PETVIHA UTIbHYPOBHA wisvrosa ™ "
NHCTPYKIUA

10 OPraHu3auuy AHTUBHPYCHOI 3a1IUTHI B HH(POPMAIIHOHHBIX CHCTEMAaX
NepPCOHAJIbHBIX JaHHBIX

1. OO0mme noJs1oKeHus.
1.1. Hacrosimast MaCcTpyKIMs pazpaboTaHa B LENSAX 3alIUThI MEPCOHATBHBIX JaHHBIX (Hanee — [1/1H)
B MH(OPMAIIMOHHBIX cucTeMax nepcoHanbHbIX naHHbIX (Hanee — UCIIIn) UIT bakupooii Peruns
WnpHypoBHBI (nanee — OmepaTop) OT HECAaHKIIMOHMPOBAHHOTO KOMHUPOBAHMS, MOAU(DUKAIMKN U
YHUUYTOXKEHUS TOJI JIEHCTBUEM BHMPYCOB M APYrOro BPEJOHOCHOTO IPOrpaMMHOro oOecnedeHus
(manee — [10);
1.2. Hacrosimast MHCTpyKIMs pa3paboTaHa B COOTBETCTBUU C PYKOBOISIIMMHU U HOPMAaTHUBHBIMHU
JIOKyMeHTaMH peryinstopoB Poccuiickoit @enepaninu B 06J1aCTH 3alUThI IEPCOHATBHBIX JAHHBIX;
1.3. TlonwzoBarenem WCII[In (manee — Ilonmp3oBatensb) siBasieTcss coTpyaHuk Ormepartopa,
Y4acTBYIOUIMI B paMKax BBIINOJHEHHS CBOMX (PYHKIHMOHAJIbHBIX O0S3aHHOCTEW B Ipoleccax
aBTOMaTU3UpOBaHHOM oOpaboTku IIJIH W umerommii gocTynm K amnmapaTHbM cpeactBam, [10,
JTaHHBIM U cpeacTBam 3amuThl nHGopmanmu UCITH (nanee — C31);
1.4. Opranmzanus antuBupycHoit 3amutsl UCITIH npu o6padotke [1/In TTons3oBarensmu UCII
OCYILIECTBIISIET OTBETCTBEHHBIN 3a 0OecriedeHre 0€30MacHOCTH MEPCOHATIbHBIX TaHHBIX;
1.5. Konrpons Hag pabortoil [lonp3oBaTens mo NpUMEHEHUIO Ha aBTOMATHU3MPOBAHHBIX PabOUYMX
Mectax (manee — APM) UCII/IH aHTUBUPYCHOH 3alUTBl OCYLIECTBIISIET OTBETCTBEHHBIM 3a

oOecrnieueHre 6€30MacCHOCTH MEPCOHATbHBIX JTAHHBIX.
2. Opranusanusi aHTUBMPYCHOM 31U ThI

2.1. K npumenenuro Ha APM u cepBucax MCII/IH nomyckaercs TOJIBKO JIMIIEH3UOHHBIE H
ceprupunrponanubie ®CTOK Poccun aHTUBUPYCHBIE CPENICTBA;

2.2. K HacTpoiike CHCTEMBl AHTHBHMPYCHOHM 3alUTHl JOIYCKAIOTCA TOJIBKO YIOJHOMOYEHHBIE
COTPYIHHUKH, YTBEpKJIeHHbIe Oneparopom;

2.3. ITosp30BaTENSIM 3aMPEIICHO BMEIIMBATHCS B PpA0OTY CUCTEMbI aHTUBUPYCHOM 3aIlIUTHI.



2.4. 0060 Bcex HEUCHpaBHOCTAX wid Hemosankax Ilomp3oBarens 00s3aH  COOOIIMTH
OTBETCTBEHHOMY 3a obecrieueHne 0e30macHOCTH ePCOHANIBHBIX TaHHBIX OnepaTopa;

2.5. Ha APM UCIIn 3anpemiaercst ycranoBka 110, He CBSI3aHHOTO ¢ BBINOJHEHHEM ()YHKIIHH,
MPEeyCMOTPEHHBIX TEXHOJIOTHYECKUM MPOLIECCOM 00paboTKH HHPOpMAIIHH;

2.6. Ilonp3oBarenb npu padboTe cO CbEMHBIMU HOCHUTEISIMU MH(GOpMaLUU 00s3aH Iepesl HayaloM
paboThl MPOBECTH UX MPOBEPKY CPEICTBAMH AHTUBUPYCHOM 3aIIMTHI HA MPEIMET OTCYTCTBHUS
KOMIIBIOTEPHBIX BUPYCOB U BPEIOHOCHBIX IPOIpPaMM;

2.7. Bce daktel MoguduKauy U paspyuieHus gaHHbIX Ha cepBepax win APM UCII/IH, a Takxke
3apa)K€HUE UX BUPYCaMU WM BpeAOHOCHBIM [1O, MOIKHBI aHAIM3UPOBATHCS OTBETCTBEHHBIM 32
obecriedeHre 0€30IacHOCTH IEPCOHANBHBIX JIaHHBIX;

2.8. OTBeTCTBEHHBIN 3a oOecreyeHue OE30MaCHOCTH TMEPCOHAIBHBIX JAHHBIX OCYIIECTBIISIET
MOJIHYIO MPoBepKy xkecTkoro aucka APM u ceBepoB UCII/IH U cheMHBIX HOCUTENEH HA HAIUYUE
BHUpYycOB U BpenoHocHoro [10 He pexe 1 pasza B mecsn;

2.9. Hactpoiiku antuBupycHoro IO ompenensiercss NOJUTHUKAMHU LIEHTPAIM30BaHHOIO CeEpBepa
aIMUHHUCTPUPOBAHUS, U  IPUMEHSIOTCS C TOMOLIBI0  «ATE€HTa  aJMHUHUCTPUPOBAHUSIY,
ycra"oBieHHoro Ha APM u cepsepax UCII/IH;

2.10. AntuBupycHoe IIO n0KHO 3amyckarbCsi aBTOMATHYECKHW IIPU CTapTe ONEpaliOHHOU
cucrembl APM u cepepoB UCII/IH 1 pyHKIMOHUPOBATH A0 3aBEpIICHUs pabOThl ONEpPallMOHHOMN
CUCTEMBI;

2.11. Ha APM wu cepsepax UCII[IH nomxHo ObITh mpenycMoTpeH 3amper Ilomp3oBarensiM Ha

OJIOKMPOBKY U BBITPY3KY aHTHBHpYCcHOTO I10.
3. JeiicTBusi npu o0HAPY:KEHNH BUPYCOB

3.1. Ilonp3oBaTenu npu OOHAPYKEHUU WJIM TOSBICHHS MOJO3PEHUM Ha HAIM4YUE KOMITbIOTEPHBIX
BHUPYCOB WK BpeaoHOocHOTO [1O 00s3aHbI HEMEIIEHHO MTPEKPATUTh Kakue-I1uoo neiicteus Ha APM
WUCTI[In v mpoBecTH JiedeHHE 3apa’K€HHBIX (DalijloB MyTeM BbIOOpa COOTBETCTBYIOLIErO IMYHKTA
MEHIO aHTUBUPYCHOU MPOTrpaMMBbl U 3aTEM IIPOBECTH MOBTOPHBIM AHTUBUPYCHBIN KOHTPOJIb;

3.2. B ciuydae oOHapyXeHHS Ha CHEMHBIX HOCUTENISIX HMH(POpPMAIIMK HOBOTO BHpYyCa WIU
BpenonocHoro I1O, we momnmatomerocs Jedenuto, [lomp3oBarens o00s3aH TPEKpaTUTh MX
HCIOJIb30BaHUE;

3.3. B cnywyae obOnapyxenus Ha APM UCIIJIlH He mnopmaromierocs JEYSHHIO BUpyca WU
BpenoHocHoro I1O, Ilomb3oBarens 00s3aH TMOCTaBUTh B M3BECTHOCTH OTBETCTBEHHOTO 32
oOecrnieueHre OE30MaCHOCTH MEPCOHANbHBIX JAHHBIX M MpeKpaTuth pabory Ha APM, mpuHsTH B
BO3MOXKHO KOPOTKHE CPOKH HEOOXOAMMBIE MEpbl K YCTpaHEHUI0 BHUpyca (OOHOBHTH IaKeT

AHTUBUPYCHBIX IIPOTPaMM U T.I1.).



4, OTBEeTCTBEHHOCThH

4.1. Tlonmp3oBarens HeECET IEPCOHATIBHYIO OTBETCTBCHHOCTH 3a OCYHICCTBICHHUEC PCIriIaMCHTA

ucnosibzoBanus Ha APM MCII/IH aHTUBHUPYCHBIX CPEJICTB.
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JIner o3HaKkoMJIeHU s
¢ UHcTpykuueil mo opranu3anuy aHTUBMPYCHOM 3a1IUTHI B UH(POPMALMOHHBIX CHCTEMAX

nepcoHanbHbIX AaHHbIX U1 bakuposoii Pernusl LibHypoBHbI
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