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MOJEJIb YI'PO3 BE3OTACHOCTH IEPCOHAJIbHBIX TAHHBIX B
NHOPOPMALIIMOHHOU CUCTEME IIEPCOHAJIBHbBIX TAHHBIX

1. OO6umme nosnoxeHust
Hacrosimas Mopens yrpo3 6€3011aCHOCTH IEpCOHANbHBIX JaHHBIX (nanee — Mogens yrpos), B
MH(OPMALIMOHHOW CHCTEME TMEePCOHANbHBIX JaHHBIX MHIMBHIyallbHOIO NPEANPUHUMATEINS
bakuposoit Perunst UnbnypoBHb! (nanee — MCII/IH), pa3spaboTaHa Ha OCHOBAaHUM CJEAYIOLIMX
JIOKYMEHTOB:
— ®enepanbhblid 3akoH OT 27.07.2006 1. Ne 152-D3 «O nepcoHabHBIX TaHHBIX);
— Meronuka onenku yrpo3 6ezonacuoctu uHpopmanuu (yrB. ®CTOK Poccum 05 despans 2021
r.);
— bazoBas moxens yrpo3 0€30MaCHOCTH TMEPCOHAIBHBIX JAaHHBIX NpH HUX 00paboTKe B
MH(POPMAIMOHHBIX CHCTEMax NepcoHanbHbIX AaHHBIX» (yTB. DCTIOK Poccun 15 despans 2008 r.);
— IlocranoBnenue IlpaButensctBa Poccuiickoit ®eneparu ot 01.11.2012 r. Ne 1119 «O6
YTBEPXKACHUM TpeOOBaHUN K 3allUTe€ NEPCOHAJbHBIX JAHHBIX MpU UX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX.
Mogens yrpo3 HcHonb3yercs Npu pa3pabotrke cucrembl 3amuThl I1JH, obGecneunBaroriei
HEeHTpaln3anuio MpeanoiaraéMplX yrpo3 ¢ MCIOJIb30BaHHEM METOJOB M crocoOoB 3aumThl [1/1H,
IIPEyCMOTPEHHBIX JUIsl cooTBeTCTBYIoIEero Kinacca MCII/IH.
OTBeTCTBEHHBIM 32 OOECIIEYeHHE 3allWThl TEPCOHANBHBIX JaHHBIX MHIMBHAYaIbHOTO
npennpuHumarens bakupoBoit Perunsr MnbaypoBHsl (nanee - WII) seasercs OTBeTCTBEHHBIN 3a
0€30MacHOCTb MEPCOHATBHBIX JAHHBIX, KOTOPBIN Ha3HayaeTcs npukazom UII.

2. OcHOBHBIE IOHSITHS
Ilepconanvuvie Oanmnvie — 100ast wHGOpPMAIUS, OTHOCSIIASICS K TPAMO WM KOCBEHHO
OTIpEJICJICHHOMY WJIM olpenenseMoMy (u3nyeckoMy NIy (CyObEeKTy NEepCOHAIbHBIX JaHHBIX)

(manee — [1n);



Ilepconanvuvie oannvle, pazpeuwiennvie cyObeKmom nepCcoHANbHbIX OAHHBIX OJisl PACNPOCMPAHEeHUs
— TIIEpCOHAJIbHBIE JIAHHBIE, JOCTYIl HEOTPAHMYEHHOTO0 Kpyra JMI K KOTOPBIM IpPEAOCTaBJIECH
CyOBEKTOM INEePCOHANBHBIX JaHHBIX IyTEM Jauu COorjiacusi Ha 00pabOTKy NMEepCOHANbHBIX JaHHBIX,
paspelIeHHbIX CyOBEKTOM IEpCOHANbHBIX [JaHHBIX JUId paclpoCTpaHEHUs B  MOpPSAKe,
IIPEyCMOTPEHHOM HacTosAUM DeepanbHbIM 3aKOHOM;
Hugpopmayuonnas cucmema nepcoHanbHuvlX OAHHLIX — COBOKYITHOCTH COJEpKalIuXcsi B 0azax
JAHHBIX TEPCOHAIBHBIX JAHHBIX H OOECIEeYMBAIOIIMX UX 00pabOTKy WH(POPMAMOHHBIX
TEXHOJIOTHI ¥ TexHu4Yeckux cpeacts (nainee — UCIIIn);
Aemomamu3zuposannas cucmema — 3TO CUCTEMa, COCTOSIIIAs M3 IIEPCOHANa U KOMILUIEKCa CPEICTB
aBTOMATH3AIMM €r0 JEATEIbHOCTH U pealn3yeT WH(POPMAIMOHHYIO TEXHOJOTHIO BBITOJTHEHUS
yCTaHOBJIEHHBIX QpyHKuMi (nanee — AC);
Aemomamu3zuposannas ungopmayuonnas cucmema — 3TO COBOKYMHOCTb IPOIPAaMMHBIX U
annapaTHbIX CpEACTB, NpPEJHA3HAYCHHBIX JUId XpaHeHMs W (WIM) YOPaBICHUS MJAHHBIMU U
nHopManuen, a TaKke I Mpou3BoCcTBa Beruucienuii (nanee — ANUC);
HUngpopmayuonnas 6ezonachocms — 3TO COXpaHEHHWE M 3alMTa HMH(GOPMAIMH, a TaKXKe ee
BOXHEUIIMX 3JIEMEHTOB, B TOM YHCJIE CHUCTEMbl U O0OOpYyJIOBaHME, IpelHa3HAuYEeHHbIC IS
HCIIOJIB30BaHUs, COEPEIKCHHS U Tepeadn 3Tor nHdopmaruu (ranee — Mb);
HCJ] — HecaHKUIIMOHUPOBAHHBIN JOCTYII;
1IC3H1 — nporpammHas cucTeMa 3aliiuThl THOpMaIUY;
CBT — cpelncTBO BBIYMCINTENBHON TEXHUKY;
C® C3I1/]n — cpena GyHKIIMOHUPOBAHUS CUCTEMBI 3aLUThI IEPCOHAIBHBIX TaHHBIX;
Cucmema 3awumel NEpPCOHANbHLIX OAHHLIX — O3TO KOMIUIEKC Mep U  MEpOINpUSTHI
OpPraHM3allMOHHOTO W  TEXHUYECKOr0 XapakTepa, HaIpaBJIIEHHbIX Ha MPOTHBOJECHCTBUE
HECAHKIIMOHMPOBAHHOMY JIOCTYIY K 3aKpBITOM MH(POPMALUU C YYETOM aKTyaJlbHOI'O THUIA YIpo3
oe3onacHoctH (nanee — C3I1/0nH).

3. CocTtaB U CTPYKTYpa NePCOHATbHBIX TaHHBIX
3.1. B UCIIJu UII oOpabaTeiBatoTcsi cleAylollue MepCOHalbHbIE NaHHbIE: (aMuans, uMs,
0TYeCTBO Cy0ObeKTa, 1aTa POKACHHSA, aJpec MECTOKUTEIbCTBA WIN PerucTPanuu, ceMeiiHoe
MOJI0’KeHHUe, TaHHbIe NacnopTa.
3.2. B cootBercTBUU ¢ . 6 1 7 «TpeGoBaHMil K 3aIMTE NEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe
B HMH(QOPMAIIMOHHBIX CHCTEMaX [EPCOHANBHBIX JaHHBIX», YTBEPKAEHHBIX IOCTAHOBJIEHHUEM
ITpaButenscTBa 0T 1 HOsIOPst 2012 1. Ne 1119 u AKTOM OIIEHKHM NMOTEHIMATBHOTO BpeJa CyObeKTaM
nepcoHanbHbIX AaHHBIX WII anms mHpOpManmoHHOM cucteMbl OnepaTopa akTyajdbHBI YIpO3bI
0€30I1aCHOCTH NEPCOHANBHBIX JaHHBIX 3-ro THna. C yuéToM TOro, 4ro MH(OpMAIOHHAs CUCTEMA

OmnepaTtopa obpabaTeiBaeT nepcoHanbHbie qaHHBIe MeHee yeM 100 000 cyOBeKTOB mepcoHaIbHBIX



JTAHHBIX, HEOOX0IUMO obecrieueHre 4-TO YPOBHS 3aIIUIIEHHOCTH TMEPCOHABHBIX JAHHBIX MPH UX
o0paboTke B mHPOpMaAIMOHHOH cucteme OnepaTtopa.
4. Oo0wee onucanue HHGOPMAIHOHHO-TEXHOJIOTHYECKOH CTPYKTYPbI
4.1. TlepconanpHble naHHbIe oOpaOateiBatoTcs MII B crnenyronmmux 1ensx: oOecredeHue
COOJIOJICHNsI 3aKOHOJATENBbHBIX W MHBIX HOPMATHBHBIX IPAaBOBBIX akTOB P®, 1oKagbHBIX
HOPMAaTUBHBIX akTOB OniepaTopa; MCIONHEHUS O0S3aHHOCTEH, BO3JIOKCHHBIX 3aKOHOJIATEIHCTBOM
P® na Omepatopa, B TOM 4YHCIE CBS3aHHBIX C MPEJCTABICHUEM NEPCOHAIBHBIX JaHHBIX B
HajoroBble opranbl, IleHcuonnbi ¢oun Poccuiickoit Denepanuu, DoHA COIUATBHOTO
ctpaxoBanus Poccuiickoit ®Denepanun, DenepanbHplii (HOHI 003aTEIHHOTO MEAUITUHCKOTO
CTPaxOBaHMUsI, a TAKXKE B MHBIC TOCYJAPCTBEHHBIC OPTaHbl; PETyJIUPOBAHUS TPYAOBBIX OTHOILIEHUH C
paboraukamu Omneparopa (TPyIOYCTPOHCTBO, KOHTPOJIH KOJUYECTBA W KAa4eCTBA BBITIOIHSIEMOM
paboThl, obecreyeHre COXPAHHOCTH UMYIIECTBA); MCIOIHEHUS CyNeOHBIX aKTOB, aKTOB JIPYIHX
rOCy/IapCTBEHHBIX OPraHOB WJIM JOJDKHOCTHBIX JIMI[; pealiu3allud MpaB U 3aKOHHBIX HHTEPECOB
Omepatopa B pamMKax BEIEHUS BHAOB JICATCIBHOCTH, MPEAYCMOTPEHHBIX JOKAIbHBIMU
HOpPMaTHBHBIMU akTamu OrnepaTopa, WK TPEThUX JHI] JUO0 TOCTHUKEHHUS 00IIECTBEHHO 3HAYNMBIX
nene.
4.2. UI1 umeeT cOOCTBEHHYIO JIOKAJIbHYIO BBIYMCIUTENBHYIO CE€Th, K KOTOPOW MOJKIIOYEHBI 0a3bl
JTAHHBIX UHPOPMAIIUU, COACPIKaAIINE IEPCOHATBHBIE JaHHbIe Tpaxkaan PD mo cnenyromemy aapecy:
452601, Poccusi, Peciybnuka bamkoprocran, r. OkTs0pbckuid, yi. ['yOkuna, 1. 3, kB. 12.
4.3. Joctyn B opuc UIT ocymiecTBaseTCS OJHUM U3 CIEIYIOMIUX CIIOCOOO0B:
— BXO/J1 IPY TOMOIIIA MEXaHUYECKOTO CPEICTBA 3aLIUThI OT B3JIOMA.
4.4. CpencTBa 3allUThl B BUJ€ aHTUBUPYCHOM MPOrpaMMbl YCTAHOBJIEHBI HA pabOYMX MeCTax M Ha
cepsepax UIIL.
4.5. loctyn B CUCTEMBI OCYIIECTBIISIETCS IO MHAUBUAYAIbHOMY JIOTUHY M TIAPOJIIO.
4.6. Kaxnomy pabOTHUKY OCYIIECTBISIETCS pacChlika HMH(POPMAIIMOHHBIX MaTepHalioB U
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH MH(POPMAIIIOHHOM 0€301aCHOCTH.
5. Bo3MoikHbIe HeraTUBHbIE MOCJIEICTBHA OT peaju3aluu (BOBHUKHOBEHMNsI) YyIPo3
0€30MACHOCTH NMePCOHATBHBIX JAHHBIX
5.1. Buabl pUCKOB, KOTOpbIE MOTYT HACTYNUTh OT HApPYIICHUS WIH MPEKPAIIEHUS OCHOBHBIX
MIPOIIECCOB:
— ymep6 Gpu3nuecKoMy JTHILY;
— PHUCKHA IOpUIMYECKOMY JIUIly, WHIUBUAYaJIbHOMY MpPEANPUHUMATENI0, CBS3aHHBIE C

XO03IUCTBEHHOHN JIEATEILHOCTHIO



— ymep0 rocynapcTBy B 00OJacTH oOecTedeHHs] 0€30MacHOCTH TOCyAapCTBa W IMPaBOIOPSAKA, a

TaKXe B COLMAIBHOM, SKOHOMHUYECKOW, MOJIUTUYECKOHN, IKOJIOTHUECKON chepax NesTeNbHOCTH U

npyrue;

5.2. Bo3MOXKHBIE HETaTUBHEIE IOCICACTBUA,

BO3HHUKHOBCHHUIO pUCKaA, IIPEACTABIICHBI B Ta6J'II/II_[e HUKC:

Ne

Bune! pucka (ymep6a)

Bo3MoxHBIC THIIOBBIC HETaTUBHBIC IIOCJICACTBUA

Vi

VYiepo
h117010%

duznueckomy

Yrpo3a )KU3HU WIH 310POBBIO.

VYHu)KeHne JOCTOMHCTBA TUYHOCTH.

Hapymienne cBo60bl, TIMYHOM HEMPUKOCHOBEHHOCTH.
Hapyiienne HeNpUKOCHOBEHHOCTH YaCTHOM JKHU3HM.
Hapymienne nu4HOW, ceMENHHOHN TaiiHbl, yTpaTa 4eCcTU U
100pOT0 UMEHU.
Hapymenne TalHbI [IEPEIUCKH, Tene()OHHBIX
MEPETOBOPOB, MHBIX COOOIICHUH.

WHBIX cBo00/1
3akperi€éHHbIX B Koncturyuu Poccuiickoit @enepaunu u
(denepanbHBIX 3aKOHAX.

@OUHAHCOBBIN, NTHOW MaTepHaNbHBIN yiepO Quzndeckomy
uiy.

Hapymenne

Hapymenne opaB W IPaKJIaHNHA,

KOH(UICHITNATEHOCTH (yreuka)
MEPCOHAITBHBIX JTAHHBIX.
"TpaBns" rpaxknanuna B cetu "MHTepHeT".

Pasrmamenue nepcoHaNbHBIX JaHHBIX IPAK/IAH.

v2

Puckn

uIy,
npeaAlpuHUMAaTeIro,

IOPUANYECKOMY
UH/IMBUYyaIbHOMY

CBSI3aHHEIE C
XO039UCTBEHHOM
eI TENbHOCTBIO

Hapymenne 3akononarenscta Poccuiickoit denepanuu.
[Toreps (XuleHne) NEHEXKHBIX CPEICTB.
Henononyuenue 0’KHMJ1aeMOH
MPUOBLIH.

(mporuo3upyemoi)

HeoOxoauMocTh JOMONHUTENBHBIX (HE3allJIaHUPOBAHHBIX )

3aTpaT Ha  BbILIATBL  IITpagoB  (HEYCTOEK) WU

KOMIICHCAIUH.

HeoOxoauMocTh JOMONHUTENBHBIX (HE3allJIaHUPOBAHHBIX )
3aTpaT Ha 3aKylKy TOBAapoB, pabOT WM ycayr (B TOM
qucye 3aKyIKa MIPOrpaMMHOI0 00eCTeyeH s, TEXHUUYECKUX

CPEICTB, BBIIIEAUIMX M3 CTPOsi, 3aMEHAa, HACTPOUKa,
PEMOHT yKa3aHHBIX CPE/ICTB).

Hapymenne mratHoro pexuma (QYHKIIMOHUPOBAHUS
ABTOMAaTU3MPOBAHHON CUCTEMBI YIPaBIECHUS u

YIPaBIsieMOro 00bEeKTa U/UITH Mpoliecca.

CpBbIB 3aINIAaHUPOBAHHOM C/IEJIKH C MTAPTHEPOM.
Heo6Xx0auMOoCTh IOMOTHUTENBHBIX (HE3aIIaHUPOBAHHBIX )
3aTpaT Ha BOCCTAHOBJIEHHUE JIEATEIBHOCTH.

IToTepst KIMEHTOB, OCTABLINKOB.

IToTepst KOHKYPEHTHOTO IPEUMYLIECTBA.

HeB03MOKHOCTB 3aKII0YEHUS JOTOBOPOB, COTJIAICHUN.

4

HAaCTYyILUICHUC KOTOPBIX MOXET IIPHUBECTU K




Hapyienne nenoBou penyranum.

CHKeHHE pecTuka.

Juckpeauraiusi pabOTHUKOB.

VYr1para nosepus.

[IprunHeHue UMYIIECTBEHHOTO yiiepoa.

HecnocoOHOCTh BBINONIHEHUS JOTOBOPHBIX 0053aTEIbCTB.
HeBo3moxHOCTh pemieHus 3amad (peanu3anuul (yHKIIHH )
3¢ PeKTUBHOCTH  pemIeHHs  3ajad
(peanmuzanuu QyHKIHUI).

HeoOxonumocTh n3MeHeHus (IepecTpOeHus]) BHYTPEHHUX

N CHHI)XCHHC

npouenyp il JOCTHXKEHUS LEJIEH,
(peanmuzanuu QyHKIHUI).

[IpuHsiTHE HENPaBUIIBHBIX PEIICHUI.
[TpocToii nH)OPMALIMOHHON CUCTEMBI UIIH CETH.
[TyOnukamuss HeIoCTOBepHOW uHGOpMaluu Ha

peuieHust  3amad

BeO-
pecypcax opraHu3aiuy.

Hcnonb3oBanue BeO-pecypcoB Ui PacIpPOCTPAHCHHS H
YIIPaBJICHUS BPESJOHOCHBIM ITPOTPAMMHBIM 00€CIICUCHUEM.
COO0IICHUI c

Paccrpinka UH(POPMALIMOHHBIX

HCIIOJIB30BaHUEM BbIYUCIUTCIIBHBIX MOHIHOCTGI\/JI
orepaTopa U (WIn) OT €ro UMEHH.
VYTeuka KOHPUIEHIMATbHON HHOpMAIK (KOMMEPUECKOM

TalHbI, CEKPETOB MPOU3BOICTBA (HOY-Xay) U JIp.)

v3

Ymepd rocynapctBsy B
obmactu oOecIeyeHus
0€30ITacHOCTH
rocyaapcTaa u
MPaBOMOPAJIKA, a TaKXKe B
COILIMAJIbHOM,
3KOHOMHYECKOH,
MMOJIUTHYIECKOH,
JKOJNIOTHUECKOl  cepax
JeSITeIbHOCTH

[TpuunHeHue yiepOa KU3HU U 310POBBIO JIFOJICH.

[Ipexpamenne wid HapyumieHHEe (YHKIIMOHUPOBAHUS
00BEKTOB OOECTIeUeHUs )KU3HEAEATETbHOCTH HaceIeHUS.
[Ipexpaienne uau HapyieHue (pyHKIHOHHUPOBAHUS CETU
CBSI3U.

[Ipexpaienue wiaM HapylleHHWE INPOBEACHUSA KIMEHTaMHU
orepauuii Mo OAHKOBCKUM cueTaM M (M) 0e3 OTKPBITHSA
0aHKOBCKOT'0 CuUeTa WM ONepaluil B CHCTEMHO 3HAUUMOM
KPEOUTHON OpraHM3allM, ONEpaTOpOM YCIYT IUIATEXHOU
UHOPACTPYKTYPHI CUCTEMHO U (MJIM) COLIMATbHO 3HAUMMBIX
IJIaTEeKHBIX CHCTEM, CHUCTEMHO 3HAYUMOM
MHQpaCTPYyKTYypHOU opraHu3anueil GMHaAHCOBOTO PhIHKA.
Bpennbie BO31eHCTBUS HA OKPYKAIOILYIO CPENY.
[Ipexpanienue HapylieHne (QyHKIHOHUPOBAHUS
IIyHKTa YIPaBJIEHUS (CUTYallMOHHOTO LIEHTPA).
Hapymenne 3akononarensctsa Poccniickoit denepanun.
[TyGnukanuss HEIOCTOBEPHOW  COLMAIBHO  3HAYMMOM

uHpopManuu Ha BeO-pecypcax, KOTopasi MOXKET MPUBECTH

201041

K COHI/IaJ'IBHOI\/'I HAMps>KCHHOCTHU, IMMaHUKE CPEAN HACCICHUA

U Jp.
Hapymienne mratHoro pexuma (QYHKIIMOHUPOBAHUS
aBTOMATHU3UPOBAHHOM CUCTEMBbI yIpaBieHUs u




yIIpaBJIIEMOro 00bEKTa /WM TPOLECcca, €CIIU 3TO BeleT K
BBIBOJy U3 CTPOS TEXHOJOTMYECKHMX OOBEKTOB, UX
KOMITOHEHTOB.

Hapymienue o0111ecTBEHHOr0 PaBONOPsIKa, BO3MOKHOCTb
[IOTEpU  WIM  CHIJKEHUS  YPOBHA  KOHTpOJIA  3a
OO0I1I€CTBEHHBIM ITPABOIIOPSIIKOM.

Hapymenue BeiOOpHOTO Iporiecca.

OtcyrcTBHE BO3MOKHOCTH OIEPATUBHOIO OIOBEILEHUS
HAaCEJICHUs O YpE3BbIYaHHON CUTYALNH.

Opranuzanys NUKETOB, 3a0aCTOBOK, MUTUHIOB U JIPYIHX
aKIUH.

MaccoBbi€ YBOJIbHEHUS.

[TosiBneHre HEraTUBHBIX IYOJMKALMM B OOIIEAOCTYIHBIX
HUCTOYHUKAX.

Joctyn K cucTeMaM M CETSIM C LENbI0 HE3aKOHHOIO
HCII0JIb30BAHUS BBIYACIUTEIBHBIX MOIIHOCTEH.

VYTeuka HHGOPMaLIUK OTPAaHUYEHHOTO JIOCTYIIA.

6. Bo3Mo:kHBIEe 00BEKTHI BO3EHCTBHSA YITPo3 0€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX
6.1. [Ipumepbl BO3MOXKHBIX OOBEKTOB BO3JIEHCTBUSL OMNpEACNUM Ui CICAYIOUIMX BHJIOB
HETaTUBHBIX IIOCJCACTBUH: pa3IIallicHUE IEePCOHAIBHBIX JAHHBIX TpaXK[AaH; XHIICHHE

ACHCIKHBIX CPCACTB CO CUHCTA OPraHn3alnu; CpbIB SaHHaHHPOBaHHOﬁ CACIIKHU C MMapTHEPOM.

Herarusnsle nocaencraus OOBeKThI BO3ACHCTBUS Bunel Bo3neicTBus
Pasriamenue baza nanHbpIX MHPOPMALMOHHON | YTeuka UACHTUDUKAIIMOHHON
NEPCOHAIBHBIX  JaHHBIX | CUCTEMBI, cojepkamias | ”HGOpMalMu TpaxkIaH U3
rpaxnan (Y1) UJIEHTU(DUKAITMOHHYIO 0a3bl TaHHBIX
MH(}OpPMALIKIO FPpaXKaaH
VYV nanennoe VYTeuka uaeHTUPUKAIIMIOHHOM
aBTOMAaTU3MpPOBaHHOE pabouee | UHPOPMALMU  TpaXIaH C
Mecto (APM) nonb3oBatens APM nonw3oBarens
JIunusa cesa3u mexnay cepsepoMm | Ilepexsar uHpopManuy,
OCHOBHOTO IIEHTpa OO0paOOTKH | coneprKale
JAaHHBIX u CepBEpPOM | UIEHTU(UKALIMOHHYIO
pe3epBHOTO IeHTpa 00paboTKH | MH(OpPMAITHIO TpaXKIaaH,
JAaHHBIX neperaBaeMoil 1Mo  JIMHUAM
CBSI3U
Be6-npunoxenue HecaHKimoHMpOBaHHBIN
MH(POPMAIIMOHHON ~ CHCTEMBI, | JOCTYII K
oOpabartbIBaro1eit UACHTU(DUKAITTOHHON
UICHTUPUKAITTOHHYIO nHpopmanuu IpaKJaH,
nH(pOpMaIHIO TpakIaH coJiepKariencs B BeO-
IPWIIOKEHUN




MH(POPMALIMOHHOMN CUCTEMBI

XuiieHue
CpeICTB co

JIEHEKHBIX
cuera
opranuzanuu (Y2)

bauk-xinenTt

HeCaHKHI/IOHHpOBaHHaﬂ
ImogMEHa JaHHBbIX,
COACPIKAIIMUXCS B PCKBHU3UTAX

IJIaTEKHOTO NTOPYUYEHHUS

APM ¢unaHCOBOTO TUPEKTOPA

HecanknmonupoBanHas

MoauduKanus HHPOPMAIHH
B IUIATEKHBIX
pPacIopsDKEHHSIX M OTIpPaBKa
HEJI0OCTOBEPHBIX
pacnopsKeHUun

oT HUMCHU

(hMHAHCOBOTO TUPEKTOPA

DJIEKTPOHHBIN MOYTOBBIA SIIHUK
(bMHAHCOBOTO JUPEKTOPA

Moaundukanus uHPOpMALUU
B IIJIATEKHBIX
pPacHoOpsKEHHUSAX W OTIIpaBKa

APM rnaBHoro Oyxrairepa

HEJIOCTOBEPHBIX
paclopsDKEHH  OT  MMEHHU
(hMHAHCOBOTO TUPEKTOPA

IToogmena JTaHHBIX,
coJIepKaIInX PEKBU3UTHI
IJIATSKHBIX ~ TOPYUYCHUH H
Ipyrou IJIATEXKHOU
UHpOpMaLIUU Ha APM

TJIaBHOTO Oyxranrepa

CpbIB  3amyIaHMPOBAHHON

cAenku ¢ naptHepoM (Y2)

APM
OpraHu3aIu

PYKOBOAUTEIIA

Monudukanus uHpopmanuu

U OTIpaBKa AIJIEKTPOHHBIX
MHCEM C  HEIOCTOBEPHOM
nHpopmanyei  OT  HMMEHU

PYKOBOJUTEIA OPraHu3aluu

DNEeKTPOHHBIM MOYTOBBIN SIIUK
PYKOBOJMTEINSI OpraHU3aLU

Monudukanus uHpopmanuu

U OTIpaBKa 3JIEKTPOHHBIX
IIMCEM €  HEJOCTOBEPHOU
uHpopMmanuelt OT  HMEHHU

PYKOBOJUTEIA OPraHu3aliuiu

7. Kaaccuduxanus HapymmTesien

7.1. Ilo npusHaky npunaiexxHoct k UCIIJH Bce HapyImuTenu qensTcs Ha ABE TPYIIIBL:

- BHEIIHUE HapyIIUTENH - (U3HUECKUE JIHIlA, HE MMEIOIIME IMpaBa MpeObIBaHUS HAa TEPPUTOPUU

KOHTPOJIUPYEMOM 30HBI, B TIpe/iesiax KOTopoi pazmeniaercs ooopynoBanue UCII/H;

- BHYTPEHHHME HapyIIUTENu - (U3UYECKUE JIMIA, UMEIOIINEe MPaBO NMpeObIBaHHUS HAa TEPPUTOPUHU

KOHTPOJIMPYEMOM 30HBI, B IIpe/ieax KoTopoil pa3merniaercs ooopyaoBanue UCII/IH.




7.2. B kadecTBe BHEIIHErO0 HAPYIIUTENs WH(POPMAIMOHHON OE€301aCHOCTH, paccMaTPHBAETCS
HapyLIUTEIb, KOTOPbII HE MMEET HEMOCPEICTBEHHOIO JOCTyla K TEXHMYECKUM CpEeACTBaM U
pecypcaM CHCTEMBI, HAXOAAIIMMCS B Ipelenax KOHTponupyemoul 30HbI. [Ipenmomaraercs, 4ro
BHEUIHUII HapylmHuTeNnb HE MOXKET BO3JCICTBOBATh Ha 3allMIIAeMyl0 HH(OpManui 1o
TEXHUYECKUM KaHalaM YTEYKH, TaKk Kak o0beM uHpopManuu, XpaHUMOW u oOpabaThiBacMOM B
UCIIdn, sBhsieTcs HEIOCTATOYHBIM JUIsi BO3MOXKHOM MOTHBAllMM BHEIIHETO HAPYIIUTENS K
OCYIIECTBICHUIO JICMCTBUH, HANpPABICHHBIX YTEUKY HH(POPMALMU IO TEXHUYECKUM KaHajam
yreuku. [Ipeanonaraercsi, YTO BHEUIHUN HAPYIIUTEIb MOXET BO3JIEHCTBOBATh HA 3alUIIAEMYIO
nH(OpPMALIKIO TOJIBKO BO BpeMs €€ Mepeaayuun o KaHajaaM CBSI3U.

7.3. BO3MOXHOCTH BHYTPEHHEIO HAPYIIUTENS CYIIECTBEHHBIM 00pa30M 3aBHUCST OT JACHCTBYIOIINX
B IIpeZiesiaX KOHTPOJIUPYEMOl 30HBI OTPAaHUYHUTEIBHBIX (PAKTOPOB, U3 KOTOPBIX OCHOBHBIM SIBJISIETCS
peanu3anys KOMIUIEKCa OpPraHU3al[MOHHO-TEXHUYECKHMX Mep, B TOM 4YHCIE IO MoAdopy,
paccTaHoBKE U 00ECTEeYeHUIO0 BBICOKOH MPO(EeCcCHOHATBHOM MOATOTOBKH KAaApOB, JOMYCKY
(GU3NYECKUX JHI BHYTPh KOHTPOJIUPYEMOU 30HBI M KOHTPOJIO 32 MOPSAKOM IPOBEICHHS padorT,
HaIpaBJICHHBIX Ha MpPEIOTBpALCHUE U MPECEYeHHE HECAaHKUUMOHHWPOBAHHOIO naoctyna. Cucrema
pasrpannyenus gocryna UCII/In obecrieunBaeT pa3rpaHudyeHre IpaB MOJIb30BaTeNel Ha JOCTYI K
nH(OPMALIMOHHBIM, IPOrPaMMHBIM, anmnapatHeiM U ApyruMm pecypcam MCII/IH B cooTBeTCTBUU C
MPUHATON MOJUTUKON MH(OPMALMOHHON O€30MacHOCTH (ITpaBUIIaMu).

K BHyTpeHHUM HapyHIMTENISAM MOTYT OTHOCUTBCS:

- CUCTeMHBII afMuHHUCTpaTop (kareropus I);

- mporpammuct (kareropus II);

- nosb3oBarenu MCII/In (kateropus I1);

- TI0JIb30BATEJIH, SBJISIONIMECS BHEITHUMH 110 OTHOILICHUIO K KOHKpeTHO# AC (kareropust 1V);

- 113, 00J1a1at01e BO3MOXKHOCTBIO IOCTYIA K CUCTEME Mepe/laul JaHHbIX (kateropus V),

- corpyanuku UII, umeromue caHKIIMOHUPOBAHHBIN JOCTYI B CIYKEOHBIX LENSIX B MOMELICHHUS, B
KoTophIx pasmematorcs snemeHTsl MCII/IH, HO He uMeromue mpaBa J0CTyNa K HUM (KaTeropus
VI);

- o0CIyXuBalOMMK nepcoHasl (paOOTHUKM HHXKEHEPHO-TEXHUYECKUX CIYyKO U T.A.) (KaTeropus
VII);

- YIOJHOMOYEHHBIN TepcoHan paspadborunkoB MCIIJH, KOTOpBI HAa JOTOBOPHON OCHOBE HMMEET
MpaBoO Ha TeXHUYeckoe oOcayxuBanue u Moaudukanuio komnonentoB UCIIIn (kareropus VIII).
Ha nun xateropuii I u Il Bo31mokeHbl 3a1auu 10 aIMUHUCTPUPOBAHMIO IIPOTPaMMHO-aIIapaTHIX
cpeactB u 0a3z nauHbix MCIIJIH Ui uHTerpanuu u oOecredyeHus: B3auMOJEHCTBHS Pa3IHUHBIX
nojacuctem, Bxogsamux B coctaB UCII/IH. AAMUHHUCTpATOPBI MOTEHIIMATBLHO MOTYT PEATN30BbIBATh

yrpo3el Wb, wucnonb3yss BO3MOXKHOCTH II0 HEMOCPEACTBEHHOMY JIOCTYIY K 3allulIaeMou



nHpopmanuu, obpadareiBaemoit u xpanumoi B UCII/IH, a Takke K TEXHHUYECKUM U MPOTPaMMHBIM
cpeactBam  MCII/IH, BkIowyas cpencTBa 3allUThl, HCIOJIb3yeMble B KOHKpeTHbIX AC, B
COOTBETCTBUM C YCTAHOBJICHHBIMHM [UISl HUX aJMUHUCTPATUBHBIMHM IOJHOMOYMSIMH. OTH JIMLA
XOpOIIO 3HAKOMBI C OCHOBHBIMH QJITOPUTMAMHU, IIPOTOKOJIAMH, PEATM3YEMBIMHU U UCIOJIb3yEMbIMU B
KOHKpeTHbIX nojcucreMax u MCIIJIlH B memom, a Takke C NPUMEHSIEMbIMH IPUHLMIIAMH H
KoHIenusiMu Oe3onacHoctu. Ilpeamonaraercs, 4To OHM MOIIM OBl MCHOJIB30BATH CTaHIAPTHOE
obopynoBanue a100 st UACHTU(DHUKAIINY ySI3BUMOCTEH, MO0 s peanusanuu yrpo3 Ub. JlanHoe
o0opynoBaHUE MOXET ObITh, KaK YacThbIO IUTATHBIX CPEACTB, TAaK U MOXKET OTHOCUTHCS K JIETKO
noJjiyuaeMomy (Hampumep, IporpaMMHoOe oOecreueHue, MoayYeHHOE U3 O0IIeTOCTYTHBIX BHEITHUX
UCTOYHMKOB). Kpome Toro, mpeamonmaraercs, YTO OTH JIMIA MOIJIM OBl pacrojaraTh
CHELMATIM3UPOBAHHBIM 000PYI0BAaHUEM.

K muuam xareropuid 1 u Il BBuay ux uckmountenbHoi ponu B MCIIIH nomkeH npuMeHSAThCS
KOMIUIEKC OCOOBIX OpraHM3allMOHHO-PEKHUMHBIX MEp [0 HMX MHOA00pY, MPUHATHIO Ha paboTy,
HA3HAYEHUIO HA JOJDKHOCTh M KOHTPOJIO BBINOJIHEHUS (PYHKIMOHAIBHBIX OOS3aHHOCTEM.
[Ipenmnonaraercs, uro B uncio jui kateropuid I u Il OyayT BkiIrodyaTbes TOIBKO JOBEPEHHBIE JIMLIA
U MIO3TOMY yKa3aHHbIE JIMIA UCKIIFOUAIOTCS U3 YKCIIa BEPOATHBIX HapymwuTenen. [Ipeanonaraercs,
yto juua kareropuil III-VIII oTHocsTcs k BeposTHbIM HapywutensMm. lIpeamonaraercs, yto
BO3MOJKHOCTb  CrOBOpPa  BHYTPEHHMX  HapyLIMTEIEW  MajOBEpOSATHA  BBHUAY  IHPUHATHIX
OpPraHU3ALMOHHBIX U KOHTPOJIMPYIOLIUX MEp.

7.4. B xauecTBe OCHOBHBIX ypOoBHeH 3HaHU HapymuTenaed 00 AC MOXKHO BBIACTUTD CIIETYIOLIHE:

- obmas uHpopMarus - uHGopMaluK O Ha3HAUEHUSX U 00X xapakrepuctukax UCII/IH;

- OKCIUTyaTallMOHHass HHQopMmanuss — HHQoOpManus, TMOJy4YeHHas U3 SKCIUTyaTalluOHHON
JNOKYMEHTAIUH;

- YyBCTBUTENbHAS MHPOpMaLHs - HHPOPMAIHS, TOTMOTHSIIONIAs SKCILTYyaTAIlMOHHYIO HH(POPMAIUIO
00 UCIIn (Hampumep, cBeieHUs U3 MpoekTHOH nokymeHTauuu UCIIH).

B wacTtHOCTH, HAPYIIUTENb MOKET UMETh:

- JaHHbIE 00 opraHu3aluu pabOThl, CTPYKTYpPE U UCHOIb3YEMbIX TEXHHUUYECKUX, MPOTPAMMHBIX U
nporpamMmMHo-TexHuueckux cpeactsax UCII/IH;

- cBesieHus 00 nHpopmarmonHsix pecypcax UCIIx:

- MOPSAJIOK M TpaBUja CO3JaHUs, XpPaHEHUA U TMepedadynd HMHPoOpMaluu, CTPYKTypa U CBOMCTBa
MH(OPMALIMOHHBIX TOTOKOB;

- JaHHBIE 00 YSI3BUMOCTSIX, BKJIIOYAsl JAHHBIE O HEJOKYMEHTHPOBAHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOXXHOCTSIX TEXHUUYECKHX, IPOrPaMMHBIX U TporpaMMHoO-TexHuueckux cpeacts MCII/IH;

- Ta"HbIe 0 peanu3oBaHHbIX B [IC3U npuHIunax u aaropurmax;

- ICXOAHBIEC TEKCTHI TTporpammHoro odecrieuenus UCIIH;



- CBEJICHMS O BO3MOJKHBIX KaHalax peaJn3aluu yrpos;
- nHpopMaHUIo 0 cocobax peaan3aliu yrpos.

[Ipennomnaraercs, uyro yuna kareropuu III u kareropum IV BirangeroT TOJIBKO 3KCIUTyaTallMOHHOMN
uH(popmMalre, 4To 00ecreurnBaeTcss OpraHu3alluoOHHbBIMU MepaMu. [Ipu sTom nuna kareropuu 1V
HE BJIAQJICIOT IMApPOJIbHOW, ayTeHTU(DHUIMPYIOUEH W KIOYeBOW HHGOpMAIUMEH, HCIOIb3yeMOH B
AUNC, K KOTOpPBIM OHU HE MMEIOT CAaHKLIMOHUpPOBaHHOro nocrtyma. Ilpenmomaraercs, 4ro suuna
Kareropud V BIAACOT B TOM WIM HHOM 4YacTH 4YYBCTBUTEIBHOM M OKCIUIyaTallMOHHOU
nHpopMmanuelr o cucteme mnepenadyn uHopmaruu W oOmiel  mHpopmamumein o6 AUC,
UCIOJIB3YIOUINX 3Ty CHUCTEMY Iepenayd MHGPOpMaIUU, YTO 00eCleyrnBaeTCsl OpraHu3alliOHHBIMU
Mepamu. [Ipu 3TOM nmma kareropuu V HE BIAJACIOT NApOJBHOH W ayTeHTU(UIUPYIOMIEH
uHpopmanuel, ncrnoiaszyemoii B AUC.

[Ipeanonaraercs, yro suna kareropur VI m smma kareropun VII mo ypoBHIO 3HaHUN He
MpeBOCXoAT juia kareropuu V. Ilpenmomaraercs, uyro numa kareropuu VIII obnagaror
yyBcTBUTEIbHONU MHPOopManuei 06 UCII/Ix n pyHkunonansHo opueHTupoBaHHbIX AVC, BKItoyas
uHpopManuio 00  ySA3BUMOCTSAX  TEXHMYECKMX UM mporpamMmHbix  cpeacts  WCIIJH.
Opranu3allMOHHBIMM MEpaMH MPEANOJIaraeTcss HUCKIIYUTh JAocTyn Jjul kKareropun VI k
TEXHUYECKUM U nporpaMMHbIM cpenctBaM MCII/IH B MOMEHT 00pabOTKHU ¢ MCMOIB30BAHUEM ITHX
CPEJICTB 3allHIaeMon nHpopMaIuu.

Taxkum obpazom, Hanbosnee unpopmupoBanHeiMu 00 AVC sBnsitorest nuia kareropun I u nuia
kareropun VIII. CrteneHp MHPOPMHUPOBAHHOCTH HAPYIIMUTENS 3aBUCUT OT MHOTHX (DaKTOPOB,
BKJIIOYAsl PEAIM30BAHHBIE KOHKPETHBIE OPraHU3AllMOHHBIE MEPbl U KOMIIETEHLIMIO HAPYLIUTEIEH.
[ToaToMy OOBEKTMBHO OIIEHHTh OOBEM 3HAHUN BEPOATHOTO HApyIIUTENs B OOIIEM ciydyae
MIPAKTUYECKU HEBO3MOXKHO.

B cBs3u ¢ M30XKEHHBIM, C LIEJIBIO CO3/IaHUsl ONPEIEIIEHHOTO 3araca IPOYHOCTH IpeaIoaraeTcs,
YTO BEpOSATHBIE HApyIUTenu o0aanaroT Bcell mHpopmanued, HeoOXOIUMON Ui MOATOTOBKU U
peaMzaluy yrpos, 3a UCKIOYeHHEeM MHGOpMaIUH, JOCTYIl K KOTOPOH CO CTOPOHBI HapyIIMTENsS
UCKJIIOYaeTcss cucreMoil 3amuThl uHopmanmu. K Takoil mHpopmanuu, Hampumep, OTHOCHUTCS
napoJibHasl, ayTeHTUQHUIMPYIOIIAs U KiIIoueBas HH(popMarus.

7.5. Ilpenmonaraercs, 4T0 HapyLUIUTEIb UMEET:

- annapaTtHbie KoMnoHeHThl C3IT/In u C® C3I11H;

- JIOCTynHbIe B  CBOOOJHOM  TMpojaxke TEXHUYECKHE CpeACTBA M MPOTrpaMMHOE
obecrieyeHre;crenuaibHO pa3paboTaHHbIe TEXHUYECKHE CPECTBA U MPOrpaMMHOE 0OecTiedeHue.
BHyTpeHHHII HapylIUTENlb MOXET HCIOJIb30BaTh LITaTHbIE cpelacTBa. (CocTaB HMEIOLUXCS Y
HapylUTENs CPEICTB, KOTOPBIE OH MOXET HCIOJb30BaTh M peanusauun yrpo3 Wb, a Taxxe

BO3MOXXHOCTH IO UX HNPUMCHCHHUIO 3aBUCAT OT MHOTI'HX q)aKTOpOB, BKJIrO4Yas pCaM30BaHHBIC Ha
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oobekrax UII mpennpuHuMaeT KOHKPETHbIE OpraHU3allMOHHBIE MEpPbI, (PUHAHCOBBIE BO3ZMOKHOCTH

¥ KOMITETEHIIMIO HapymuTeneil. [103ToMy 00beKTHBHO OIEHUTh COCTaB MMEIOLINXCS Y HAPYIIUTEIS

CPEeACTB pealH3aluy yrpo3 B 00IIeM ciaydae NPaKTUIeCKH HEBO3MOXKHO.

[TosTomy, miist coznanus ycrounBor C3I1/IH npeanonaraercs, 4To BEpOSATHBIA HAPYLIUTEIb UMEET

BCE HEOOXOJIMMBIE NJIsl peaju3allid yrpo3 CPeACTBa, BO3MOXKHOCTU KOTOPBIX HE IMPEBOCXOMST

BO3MOYKHOCTH aHAJIOTUYHBIX CPEJCTB PeaH3alliy yrpo3 Ha HH(OPMAIIHIO, COJIEPIKAILYIO CBEICHHS,

COCTaBJISIOUIME TOCYJAapCTBEHHYIO TaliHy, M TEXHUYECKHE U IPOTrpaMMHBIE CpPEJCTBA,

oOpabaTsiBaromue 3Ty uHhopmanuo. Bmecre ¢ Tem mpenmnonaraercs, 4To HapyIUTeIb HE UMEeT:

- CPElICTB MepexBaTa B TEXHUYECKUX KaHallaX YTeUKH;

- CPEIICTB BO3/ACHUCTBHS Yepe3 CUTHAbHBIC 1enH (MH(GOPMAIIMOHHbBIE W YIPABJISIOIINE HHTEP(EHCHI

CBT);

- CpPelICTB BO3JICHCTBUS HA HCTOUYHUKH U Yepe3 LENH MUTAHUS;

- CpPElICTB BO3JICHCTBUS Uepe3 IenH 3a3eMIICHHUS;

- CPEJICTB aKTUBHOI'O BO3IEMCTBHS Ha TEXHUUECKHE CPEICTBA (CPEACTB 00IyueHus).

[Ipennonaraercs, 4yro Haubojee COBEPUIEHHBIMU CPEACTBAMU pealM3alMy yrpo3 o0jaiaroT Jinua

kareropuu I u nmuua kareropuu VIIIL
8. Cmnoco0sbl peanu3zanuu (BO3HUKHOBEHHS) YIPo3 0€30MaCHOCTH NEePCOHATbHBIX TaHHbBIX

8.1. HapymmuTenu MOTYT HCIIOJIb30BaTh pa3jIMYHBIE CIIOCOOBI pealM3aluy yrpo3 0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX, HAlpUMEpP, K HUM OTHOCSITCS: MCIIOJIb30BAHME HE JEKIapUpPOBAHHBIX
BO3MOXXHOCTEHl MpOrpaMMHOr0 0OecredyeHHs] TeJIeKOMMYHUKAIIMOHHOTO 000pYIOBaHUS;
UCIOJb30BaHUE YSI3BUMOCTEH KOH(MUIYpallMd CHUCTEMbl YIpaBieHUs Oa3aMu JIaHHBIX;
YCTaHOBKa IMPOTPAMMHBIX 3aKIaJl0K B TEJIEKOMMYHHUKAI[MOHHOE O0OpYJIOBaHHE; WU3BJIECUECHUE
ayTeHTU(UKALMOHHOW MH(OpPMAIMK U3 MOCTOSHHON MaMATH HOCHUTENs (MHBAa3MBHBIA METO.N);
BHEJIPEHHE BPEIOHOCHOTO MPOTPaMMHOrO 00ECHeueHUs; HCMOIb30BaHUE YSA3BUMOCTEH
KOH(UIypalMM CHUCTEMBblI yIpaBieHus jaoctynoM K APM mnonb3oBatens; HMCIONb30BaHUE
ySI3BUMOCTEH KOJla MpOrpaMMHOro oOecrieueHusi BeO-cepBepa; BHEAPEHUE BPEJOHOCHOTO KoJia
B BEO-TIPIIIOKEHHUE; OMMUOOYHBIE JEUCTBUS B X0Je HacTpoiiku APM rnaBHoro Oyxranrepa u
JpyTHE.

8.2. IlepeyeHb OCHOBHBIX TAKTHK M COOTBETCTBYIOIIMX MM THUIOBBIX TEXHHK, MCHOIb3YEMBIX IS
MIOCTPOCHHUSI CLIEHAPHEB pealn3alii yrpo3 0€30MacHOCTH MEPCOHAIbHBIX JaHHBIX IPUBEJIECH B

Tabmuite HuxKe:

Ne TakTuka OCHOBHbIE TEXHUKHU
T1 | Coop wundpopmamuu o | T1.1. COop wunHbopmanuu u3 NYOJUYHBIX HCTOUYHUKOB:
CUCTEMax M CETsIX obunManeHbIi  calit  (calTel)  opramm3anuu, CMU,

COlIMaNbHBIE CeTH, (OTOOAHKHM, CaWUTBI IOCTABIIUKOB,
TakTnueckass  3agada: | MaTepHalbl KOHGEpPEHITUN
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HapyLIUTEIb CTPEMUTCS

MOJTYYUTh 000
TEXHUYECKYIO
nHpOpMaLn, KOTOpast
MOJKET 0Ka3aThbCs
OJIE3HOHU B X0Je
peanu3anuu yrpo3
0e30macHOCTH
uHpOpMaIU

T1.2. Coop uHpoOpMaIMK O MOIKIIOUYEHHBIX K IMyOIMYHBIM
CHCTEMaM U CETSIM YCTPOWCTBAX M MX CIIy0aX IMpH IMOMOIIH
MIOUCKOBBIX CHCTEM, BKIOYas cOOp KOH(UTYparMOHHON
UH(OpPMAIMK KOMIIOHEHTOB CUCTEM U CETEH, MPOrpaMMHOTO
o0ecneyeH sl CEpBUCOB U ITPUJIOKEHUH.

T1.3. IlaccuBHbIil cOoOp (mpociymuBaHue) WHOOPMAIUU O
MNOJKIIOYEHHBIX K  CETH  YCTPOWCTBAX C  IEINbIO
UISHTU(UKAIIUN CETEBBIX CIYKO, TUIIOB U Bepcuil 110 »Tux
CIy’)k0O WM B HEKOTOPBIX CIy4yasX - HICHTH(PUKALMOHHOM
uH(hOpMallMu 0Jb30BaTeNel

T1.4. HanpaBineHHO€  CKaHUPOBAHHWE TpU  IIOMOIIHU
CHEIHAIN3UPOBAHHOTO MIPOrPaMMHOTO o0ecrniedeHus
MOJKIIIOYEHHBIX K CETH YCTPOMCTB C LIEIbI0 UACHTH(PHUKAIINN
CETeBBIX CEPBUCOB, THUIIOB U BEPCUH MPOTPAMMHOIO
o0ecrevyeHns ITUX CEPBUCOB, a TAKXKE C LEJIbIO MOJIYUYEHUS
KOH(MUTYpallMOHHOW WH(GOpPMAIlUU KOMIIOHEHTOB CHUCTEM U
ceTed, MTporpaMMHOrO  OOECleUeHUs  CEPBHCOB U
MIPUJIOKEHUHN.

T1.5. Coop uHpOpMammMU O TMOIH3OBATEIAX, YCTPOMCTBAX,
OPUIOKEHUAX, a Takke cOop  KOH(PUTYpalMOHHOU
nH(OPMAIIUK KOMITOHEHTOB CUCTEM U CETEH, MPOTrPaMMHOTO
oOecrieueHHss CEpBUCOB U MPUIIOKEHUH IyTeM IIOUCKAa U
OKCIUTyaTallil  YS3BUMOCTEH TOJKIIOUYEHHBIX K  CETH
YCTPOWCTB.

T1.6. Coop umHpOpMamMU O TMOIH3OBATEIAX, YCTPOMCTBAX,
MPUIIOKEHUSAX, aBTOPU3YEMBIX CEPBHCAMU BBIYUCIUTEIHHOU
ceTH, myTeM rnepedopa.

[Ipumep: cOop wuHPOpPMAIIMU O TMOYTOBBIX aJapecax MpH
nomoitnu directoryharvestattack Ha moyToBbIe cepBepa.

T1.7. Co6op wuHbpopmauuu, npenocraBisemoir DNS

cepsucamy, Bkitouass DNS Hijacking.

T1.8. Coop mHpOpMaLUU O MOIb30BATENE MPHU MOCELICHUN
UM BeO-caiiTa, B TOM YHUCJIE C UCIIOIb30BAHUEM YSI3BUMOCTEH
nporpaMMbl  Opay3epa M HaJCTpauBaeMbIX  MOAYyJeH
Opaysepa.

T1.9. C60op mHpopmManmuu O MOJIB30OBATENSIX, YCTPOWCTBAX,
NPUIOKEHUSAX TyTeM TOoWCKa WHGOpMAIMM B MaMSTH,
daiinax, karanorax, 6a3ax JaHHBIX, POLIMBKAX YCTPOUCTB,
pEno3uTOpUsAX UCXOAHBIX KoaoB [IO, BkirO4as MOMCK
napojsiei B HMCXOJHOM W XDIIMPOBAHHOM  BHJIE,
KpUNTOrpauueckux Kirouen.

[Ipumep: momyuenue xsmieil maposneil u3 /etc/passwd nim
MOJydeHHE TMapojiied 1O YMOJYaHUIO ITyTeM OOpaTHOTO
MH)KMHUPUHTA IPOIIMBKU YCTPOMCTBA.

T1.10. Kpaka nnudpoBbIX CepTHPHUKATOB, BKIIOYAS KPaxy
buznyecKux TOKEHOB, 1m0 HEaBTOPU30BAHHOE
BBINMCBIBAHUE HOBBIX CEPTU(DUKATOB (BO3ZMOXKHO TIOCIHE
KOMITPOMETAIHN UH(PaACTPYKTYpPHI JIOMEHHOTO
perucTparopa WINM aKKayHTa aJMHUHUCTpPATOpa 30HBI Ha
CTOPOHE KEPTBHI)

T1.11. Coop uHpOpPMAIMK O TOIH30BATENAX, YCTPONCTBAX,
NPUIIOKCHUAX, BHYTpPEHHEH HWHQOpPMAIMKM O KOMIIOHEHTaX
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CHCTEM U CeTed MNyTeEM MNPUMEHECHUS COLHAIBHOMN
WH)KEHEPUH, B TOM YHCIIe (PUIITHHTA.

T1.12. Cbop nuuHOW HIACHTU(UKATUOHHOW HH(POPMAIUU
(noeHTH(UKATOPHI TOIb30BaTeNeH, YCTPOHCTB, HHPOpMAIHS
00 UICHTU(DHUKAITN II0JIb30BaTEIECH cepBUCaMH,
NPUIOKEHUSMH, CPEACTBAMH YJAJICHHOTO TOCTYNa), B TOM
yucae cOOp YKpPaJCHHBIX JIMYHBIX JAHHBIX COTPYAHHUKOB U
HNOAPSAYMKOB Ha CiIydail, €ciad COTPYIHHKH/TIOAPSIIUKH
UCIIONB3YIOT OJHU U TE K€ Mapoiu Ha pabore U 3a ee
npeienamMH.

T1.13. Cbop wuHbpopmManmuu dYepe3 MOJIyYEHHE TOCTyMa K
cucreMaM (pu3nYecKoi 6e30MacCHOCTH U BHCOHAOIIOACHUSL.

T1.14. Coop unpopmaruu yepe3 MOITydeHUE KOHTPOJS Hal
JUYHBIMU  YCTPOMCTBAMM COTPYAHHUKOB (cMapT(oHamH,
IUTAaHIIETaMH, HOYTOYKaMM) JJIsl CKpPBITOW HPOCIYILIKH U
BHJICO(UKCAITUH.

T1.15. Ilouck u mokynka 0a3 JaHHBIX MACHTU(OUKAIMOHHON
uH(popMaIuK, CKOMIIPOMETHPOBAHHBIX MApOJICH M KIFOYCH
Ha CIEIMATU3UPOBAHHBIX HEJIETAIbHBIX TUIOMIAAKAX.

T1.16. COop wundopmanuu uepe3 MOJIyuYE€HHUE IOCTyMa K
0a3aM TaHHBIX PE3YJIHTATOB MPOBEACHHBIX MHBEHTAPHU3ALIUMI,
peectpam ycTaHOBIeHHOTo obopynoBanus u I10, nanHbIM
MIPOBEJCHHBIX AyJUTOB O€30MACHOCTH, B TOM YHCIIE 4Yepes
MoJlyueHue  JOCTyma K  TakuM  JIaHHBIM  4epe3
KOMITIPOMETAITMIO MOJPSITYUKOB M MTAPTHEPOB.

T1.17. IlaccuBHblit cOOp U aHANNU3 AHHBIX TENEMETPUU AJIS
MoJIydeHus: WH(OpMAIMi O TEXHOJOTUYECKOM TpoIlecce,
TEXHOJIOTMYECKUX yCTaHOBKax, cucremax u [IO Ha
MPEIPUATHSIX B aBTOMAaTU3UPOBAHHBIX cucTeMax
YIPaBIECHUS MPOU3BOACTBEHHBIMH U TEXHOJOTMYECKUMU
nmpoueccamMm, B TOM UHCIE€ Ha KPUTHYECKH BaXKHBIX
00BEKTaX.

T1.18. COop u aHanu3 JaHHBIX O MPOLIMBKAX YCTPOMCTB,
KOJIMYECTBE M MOAKIIOYEHWH  OITHX  YCTPOMWCTB,
UCIOJB3YEMBIX  IPOMBIINUIEHHBIX  MPOTOKONAX  JUIA
NOJy4eHUsT MHPOPMALUU O TEXHOJIOIMYECKOM Ipoliecce,
TEXHOJIOTMYECKUX YCTaHOBKaX, cucremax u IIO Ha
OPENIPUATHSIX B aBTOMAaTH3MPOBAHHBIX  CUCTEMax
yIOpaBieHUS] MPOU3BOACTBEHHBIMH M TEXHOJIOTMYECKHUMHU
mpoueccamMM, B TOM 4YHCIIE€ Ha KPUTHYECKHM Ba)KHBIX
00BEKTAX.

T1.19. Coop u ananu3 crnenupuYECKUx I OTPACTH WIIH
TUMA TPEANPUATHS XAPAKTEPUCTUK  TEXHOJIOTUYECKOTO
mporecca JUIs ModydeHus] HHPOpPMaIMH 0 TeXHOJIOTHIESCKIX
ycTaHoBKax, cucremax u [IO Ha mpeanpusaTuUsx B
ABTOMAaTHU3UPOBAHHBIX CUCTEMAX YIIPpaBJICHUA
MIPOU3BOJICTBEHHBIMA U TEXHOJOTHYECKHMHU IPOIIeCCaMH, B
TOM YHMCJIC HA KPUTHYCCKHU BAXKHBIX oOBeKTax.

T1.20. Texuuku KOHKYPEHTHOMN pasBenku u
MPOMBINIUICHHOTO IIMHAOHAXa g cOopa uHOpMauu o
TEXHOJIOTHYECKOM TpoIlecce, TEXHOIOTHUYECKUX YCTAaHOBKAX,
cucreMax M I10 Ha mpeanpusTHsX B aBTOMAaTHU3UPOBAHHBIX
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cucreMax yIIpaBJICHUS MIPOU3BOICTBEHHBIMH U
TEXHOJOTMYECKUMH  IPOIeCCaMH, B TOM 4YHCJIE Ha
KPUTHYECKH BAXKHBIX 00BEKTaX.

[Tpumeuanue 1: COop mHPOpMAIUM MOXKET BBITIOJHSITHCS C
UCIIOJIb30BaHWEM OJHON WM 0Oojiee W3 TEPEYUCIICHHBIX
BbIIIIE TEXHHK, TIOKa HAPYLIUTENb HE MOJIYYUT JOCTATOYHO
uHboOpMalUK  JUIsL  pealu3aluud  JPYyrod TaKTUKA B
IPOJOHKCHUH aTaKH.

T2

IToyyenue
IIEPBOHAYAJILHOTO
JIOCTYyIIa K
KOMIIOHEHTaM CHCTEM U
ceren

TakTuueckas 3ajaya:
HapylIUTEIb, HAXOMIsCh
BHE HMH(PACTPYKTYPHI
CeTH WM  CHCTEMEI,
CTPEMHTCS MOJIYYUTh
JOCTYI K JIO0OMY Y31y
B UHQPACTPYKType H
HCIIOJIB30BaTh €ro  Kak
I1an1apM IS
NaJIbHEUIINX IEHCTBUH.

T2.1. Ucnonp30oBaHME BHEUIHMX CEPBUCOB OpraHU3allUd B
ceTsax myoauyHoro nocrtyna (MaTepHer)

[Mpumepsr: 1) moctyn k BeO-cepBepy, pacloOIOKCHHOMY B
CeTH OpraHu3aluu; 2) AOCTYyN K UHTEpPQEHCy IIEKTPOHHOM
noutel OutlookWebAccess (OWA) modtoBoro cepsepa
OpraHH3aIHu.

T2.2. Hcnonb3oBaHuWe YCTPOWCTB, JIaTYUKOB, CHUCTEM,
pPacIoJIOKEHHBIX Ha TIEPUMETPEe WM BHE IepUMETpa
(U3UYECKON 3aIUThl 00BEKTA, ISl TIOJYYCHHS! TEPBUYHOTO
JocTyna K CHCTeMaM W KOMIIOHEHTaM BHYTPU ATOTO
nepumMeTpa.

[Ipumepsr 1) mocTynm K AaT4yMkaM aBTOHOMHOM CHCTEMBI
JUCTAHIIMOHHOTO  KOHTPOJIA  JIaBJICHUS Tas3a  ydyacTka
ra3omnpoBoja; 2) JOCTYl K  YMHOMY  CUETYHKY,
pacIoJIOKEHHOMY Ha YacTHOM OOBEKTe, KaKk K YacTd
UH(GPACTPYKTYPHI MOCTABIIKKA SJIEKTPOIHEPTHH; 3) TOCTYI K
uHTepdeiicy yrnpaBaeHUs KaMepbl BUICOHAOIONCHUS Yepe3
ceTH OIMKHErO NelCTBHUS.

T2.3. Dkcmtyaranus ysa3BUMOCTEH CETEBOro 00OpyIOBaHUs
U CPEJCTB 3aIUThI BBIYMCIUTEIBHBIX CETEN AJIS MOJIy4YEHUs
JIOCTYIIa K KOMIIOHEHTaM CHUCTEM M CeTed IpU YIAJIECHHOU
aTake.

ITpumep: 00X0A MEXKCETEBOro 3KpaHa IyTeM AKCIUTyaTallH
YSI3BUMOCTEH pean3aliy MpaBuil GUIbTPALIH.

T2.4. Hcnonw3oBanue OMMOOK KOH(PUTYypallMH CETEBOTO
000py/lOBaHUsl U CPEACTB 3alllUThl, B TOM YHCIE CIa0bIX
Mapojedl W mapojied MO YMOJYAHUIO, ISl TOJYYEHHUS
JIOCTYIla K KOMIIOHEHTaM CHUCTEM M CeTed MpHU YyJaJIeHHOU
aTake.

T2.5. Dkcrutyatanust ysA3BUMOCTEH KOMIIOHEHTOB CHCTEM U
ceTell mpu yIaa€HHOW WIN JIOKAJIBHOM aTake.

ITpumepsr: 1) skcrutyaranust ysi3BUMOCTeH BeO-cepBepa C
LIEJIBIO BBIITOJIHEHUS ITPOU3BOJIBHOIO KOJa B KOHTEKCTE 3TOTr0
cepBepa; 2) SKCIulyaTalMsl YS3BUMOCTEM ONEpallnOHHON
CHUCTEMBl YCTPOWCTBa YEJIOBEKO-MalIMHHOIO HUHTepdeiica
ABTOMATU3UPOBAHHOW CHUCTEMBl YIPABIECHUA C LEJBIO
BHEJPEHUSA CpPEICTB TMOJY4YeHHs] BBOJUMBIX Ha 3TOM
YCTpOMCTBE  Mmapoyied  Jgoctyma;  3)  SKCIUTyaTalus
ysI3BUMOCTE Opay3epa BpEIOHOCHBIMH CKPHUIITaMU MpH
MIOCEILICHUHN 10JIb30BATEIIEM BPELOHOCHOIO U
CKOMIIPOMETHPOBAHHOI'O BeO-caiiTa.

T2.6. Hcnons3oBanue HEZOKYMEHTHUPOBAaHHBIX
BO3MOXKHOCTEH IPOTPaMMHOTO OOECIECYCHUSI CEPBHCOB,
NPUIIOKEHUH, O00OpYAOBaHMs, BKJIIOYAsl HCIIOJb30BaHHE
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OTJaIOYHBIX HMHTEp(ENCcoB, MPOrpaMMHBIX, MPOTPAMMHO-
armnapaTHbIX 3aKIaJ0K.

T2.7. Wcnonb3oBaHME B CHUCTEME BHEIIHUX HOCHUTEJEH
MHpOpMaLUY, KOTOPblE MOIVIM MOJKIIYAThCS K JAPYIHM
CUCTEMaM U OBITh 3apa)K€Hbl BPEIOHOCHBIM MPOTrPaMMHBIM
obecrnieueHneM. B Tom uuncie napenue, noaMeHa Wid MoJior
HocuTenell  umH(pOpMAlMM M BHEIIHUX  YCTPOICTB,
coJiepKallMX BPEIOHOCHOE MPOrpaMMHOE 00eCIeueHUe WIIH
NpeJHa3HAYCHHBIX JJIS pealln3allii BPEIOHOCHBIX (DYHKITHIA.
IIpumepsr: 1) nepenada Quem-HOCUTENS B KOMILIEKTE
MaTepUajoB BBIE3JHOr0 MepornpusaTus; 2) noameHa USB-
ajanTtepa 0ecrpoBOJHON KJIaBUATYpbl CXOKUM BHEIIHE, HO
peanm3yrommM  QyHKIME cOopa M TMepesadd  JIaHHBIX
YCTPOMCTBOM.

T2.8. Ucnonp30BaHre METOJOB COLUAIBHON HH)KEHEPHUH, B
TOM 4ucie (UIIMHTA, U1 TOJYYeHHs IpaB JOCTyna K
KOMITIOHEHTaM CHCTEMBI.

T2.9. HecaHKIMOHMPOBAHHOE TOJIKIIOYCHHE BHEIITHHX
YCTPOMCTB.

[IpuMep: HECAHKIMOHMPOBAHHOE IMOJIKIIOYCHHE TOYKH
nocrymna Wi-Fi.

T2.10. HecaHKIMOHMPOBAHHBIA JOCTYNl MyTeM Moadopa
VYETHBIX  JAaHHBIX  COTPYAHUKA  WJIW  JICTUTUMHOTO
nosp3oBareis (MeToJaMu MpsSMOro mepedopa, CIoBapHBIX
arak, MapoJied  MPOU3BOAUTENEH 1O  YMOJYaHUIO,
MCIIOJIb30BAaHUS OJMHAKOBBIX MAPOJIEH ISl pa3HBIX yUETHBIX
3anucei, npuMeHeHus "paaykHbIX" TaOJUI WK APYTUMHU).

T2.11. HecanknmonupoBaHHbIi JOCTYII IyTeM
KOMITPOMETAIHH YUYETHBIX TTAHHBIX COTPY/IHHUKA
OpraHu3aliii, B TOM YHCJIE€ 4Yepe3 KOMIIPOMETALHUIO
MHOTOKpPaTHO ~HCIIOJb3yEMOTO B PAa3JIMYHBIX CHCTEMax
napoJist (JUIst IMYHBIX WM CITY)KEOHBIX HYX]).

T2.12. Ucnonws3oBanue gocTyna K CHCTEMaM U CETSIM,
IIPEIOCTABIEHHOTO CTOPOHHUM OPTraHU3alUsM, B TOM YHCIIE
yepe3 B3JIOM  HMHQPACTPYKTypbl 3THUX  OpraHM3aluil,
KOMIIPOMETAIMIO JIMYHOTO O0OpYAOBaHUS COTPYIAHHMKOB
CTOPOHHMX OpPTaHU3alUN, UCIOIB3YEMOI0O AJIs JOCTYIA.
IIpumep: ucnonp30BaHME AOCTYNAa TPETbEW JOBEPEHHOU
cTtopoHbl (mocTtaBmvku WT-yciayr, MNOCTaBIIMKU  YCIIyT
0€301MacHOCTH).

T2.13. Peanuzanus atakyd Tuma '"4enoBeK mocepeauHe" mist
ocylIecTBIeHus foctymna, HanpuMmep, NTLM/SMB Relaying
aTaKH.

T2.14. Jloctyn myTeM SKCIUTyaTalldd HEIOCTAaTKOB CUCTEM
OnoMeTpHUECKON ayTeHTU(UKALINY.

[Ipumep: nemoHcTpauust Gpororpaduu A ayTeHTU(DUKALUU
yepe3 PYHKUHUIO PaclO3HABAHUS JIUIL.

[Ipumeuanue 2: [lonyyenne nocTyna MOXKET BBITOJIHATHCS B
HECKOJIBKO IIaroB C UCIOJb30BAHUEM OJIHOW MM Oojee U3
IIEPEYUCIICHHBIX BBIIIE TEXHUK, II0OKAa HAPYIUHUTENb HE
JOCTUTHET IEJIEBOM CHCTEMBl MM HE OYIeT BBIHYKACH
OpUOETHYTH K APYroM TaKTHUKE JJIsl IPOJIOJKEHUS aTaKU.
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T3

Buenpenue Hu
HCITOJITHCHHE
BPEJIOHOCHOTO
MPOrPaMMHOIO
obecrneueHuUs B

CHUCTEMAaX MU CCTAX

TakTndueckas 3ajaya:
MOJY4YHUB JOCTYH K Y37y
CeTH WM  CHCTEMEI,
HApYUIUTEIb CTPEMUTCS
BHEAPUTH B ero
MIPOrPAMMHYO cpeny
WHCTPYMEHTAJIbHBIE
CpEACTBa,
HEOOXOIUMBbIE €My IS
TanbHEHIINX NEHCTBHI.

T3.1. ABTOoMaTHyecKui 3alyCcK CKPUITOB U HCIOJHSAEMBIX
¢ailioB B cHCTEME C HCHOJIb30BAHMEM IIOJIb30BATEIBCKUX
WIM CHUCTEMHBIX YYETHBIX JaHHBIX, B TOM 4HCIE C
UCIOJIb30BAHUEM METOJIOB COLIMAJIbHOM MH)KEHEPUH.

T3.2. AxTuBauMsi U BBIIOJHEHHUE BPEAOHOCHOTO KOJA,
BHEJJPEHHOTO B BHUJIE 3aKJIAJIOK B JIESTUTUMHOE MPOTrPaMMHOE
U IPOrpaMMHOE-alapaTHOe 00eCIIeYEHHE CUCTEM U CETEH.

T3.3. ABTOomMaTuueckas 3arpy3ka BpEJIOHOCHOTO Koja C
yaJEHHOTrO caiiTa WM pecypca C MOCIENYIOLIUM 3allyCKOM
Ha BBINOJIHEHHUE.

T3.4. KonupoBaHue U 3allyCK CKpPUIITOB U HCIIOJIHAEMBIX

¢aitnoB  uepe3  CpeiAcTBa  YyHAJIEHHOIO  yIpaBJICHUSA
OIIEpAallMOHHOM CUCTEMOM U CEPBUCAMH.

T3.5. Okcmiuyaranus  ya3BUMOCTEH TUIA  YAAJICHHOE
HCIIOJTHEHUE IIPOrPaMMHOTO KoJa (RCE,

Remotecodeexecution).

T3.6. ABTOMaTM4eckoe CO3/1aHUE BPEAOHOCHBIX CKPHUIITOB
Opyd TOMOIIM JIOCTYIIHOTO WHCTPYMEHTapusi OT HMMEHH
MOJIb30BATENsl B CUCTEME C HCIOJIB30BAHUEM €ro YYETHBIX
JTAHHBIX.

T3.7. Ilogmena (aliloB JIETUTUMHBIX IPOTpaMM U
OMOIMOTEK HEMOCPEACTBEHHO B cucTeMe. [Ipumedanue 3: B
TOM YHCIIE MOXET COYETaThCSI C TEXHUKOW KOMIPOMETAIHH
ceprudukaTa, HCHONB3YeMOro Juii UU(PPOBOH MOIIUCH
obpasa I10.

T3.8. IlogmeHa nErMTUMHBIX HporpaMM M OHOIMOTEK, a
TaKkKe JIETUTUMHBIX 0OHOBIIEHUI IIPOrPaMMHOT0
o0OecrieyeHns, IMOCTaBISEMbIX MPOU3BOIUTEIEM YIaJICHHO
4yepe3 CETH CBA3HM, B PENO3UTOPHUAX IOCTABIIMKA WIH IIPU
nepeaaye yepes CeTH CBA3H.

IIpumeuanue 4: B ToM 4uciie MOKET COUYETATHCS ¢ TEXHUKOU
KOMIIpOMETAllMM  cepTU(UKaTa,  HCIOIb3yEMOIro s
1 poBoii noanucu odpaza NPOrpaMMHOro 00eceyeHHMsL.

T3.9. IlogmeHa CCBUIOK Ha JIETUTHUMHBIE NPOTpamMMbl U
OMONMOTeKH, a TaK)Ke Ha JICTUTUMHBIC OOHOBJICHHUS
MIPOrPaMMHOTO obecrieueHus, [MOCTaBJIsIEMEIE
MPOU3BOJIUTENIEM YOAICHHO Yepe3 CETH CBSI3U, IOJMEHA
uH(pOpMAIMM O TaKuX OOHOBJICHHSX, BKJIIOYAs aTakh Ha
UH(GPaACTPYKTYpHBIE CEPBUCHI MOCTaBIIMKa (Takue kak DNS
hijacking), ataku Ha TPeThECTOPOHHUE PECYPCHI, aTaKh Ha
ANIEKTPOHHYIO TMOYTY U Jpyrue CcpeacTtBa oOMeHa
COOOIIEHUAMM.

[Ipumeuanue 5: B TOM 4uciae MOXKET COUETATHCSA C TEXHUKON
KOMITPOMETAITMK  CepTHU(HUKATA,  HCIOIB3yeMOTo IS
1 poBoii noanMcK 00paza NPOrpaMMHOro 00eCIeUSHHSL.

T3.10. [Togmena JTUCTpUOYTHUBOB (YCTaHOBOYHBIX
KOMILJIEKTOB) TMPOrpaMM Ha HOCUTENSAX HH(POpPMALUU WIH
00IIIMX CETEBBIX pecypcax

[Ipumeuanue 6: B ToM yncie MOXKET COUETaThCs C TEXHUKOM
KOMIIPOMETAllMM  CepTH(UKaTa,  HCIOJIb3yeMOro  JUis
1 poBoii noanMcK 00pasza NPOrpaMMHOro 00ECICUCHHSL.

T3.11. Kommpomeramusi ceptudukaTa, UCIOJIb3yeMOTro IS
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mudpoBoid moxnucu obpaza I1O, Bxiroyas Kpaxy 3TOrO
ceprudukata y npousBoguress [10 nim nokynky KpajgeHoro
cepTuUKaTa HAa HEJETANbHBIX IUIOMIAJKAX B CETSAX CBS3U
(t.H. "mapkBeO") W MOAAENKY cepTHdHUKATa C IMOMOIIbIO
sKkcrutyaranuu yszsumocted 10, peanusyromero (yHKIUn
IeHEPUPOBAHUS KPUNTOrpapUUECKuX KIroueld, XpaHEeHus U
ynpasieHusi TU(QPOBBIMH cepTU(DUKATAMH.

T3.12. Kommpomerauusi CpeACTB CO3AaHUS MPOTrPaMMHOTO
KO/Ia TIPWIOKEHUH B MHQPACTPYKType pa3paboTumKa 3THX
OPWIOKEHUH  (KOMIUJISTOPOB, JIMHKOBIIMKOB, CPEICTB
yIpaBiIeHUS pa3paboTKoii) JUISL MOCIIEAYIOLIETO
ABTOMATU3UPOBAHHOTO BHECEHUS H3MEHEHHIl B AITOT KO,
YCTaHABJIMBAEMbI aBTOPU30BAHHBIM I10JIb30BATEIEM Ha
1IEJIEBbIE JIJISl HAPYIIUTENS] CHCTEMBI.

T3.13. Kommpomeranus CPEICTB cOopKH,
KOH(UTYpUPOBAHUS U Pa3BOPAUYMBAHUS IPOTPAMMHOTO KO/,
a TaKKe CPEACTB CO3/IaHMs Y3KOCIEIIMAIN3UPOBAHHOTO KO
(k mpuMepy, KoJa NPOMBIIUICHHBIX KOHTPOJUIEPOB) B
UH(ppacTpyKType LIEJIEBOM CHCTEMBI LA
ABTOMAaTU3UPOBAHHOTO BHECEHUS] M3MEHEHHH B ATOT KO/,
y(:TaHaBJH/IBaeMBII\/JI ABTOPHU30BAHHBIM II0JIB30BATCJIICM HaA
1eJICBBIC ISl HAPYILIUTENSI CHCTEMBI.

T3.14. [InanupoBaHue 3aycka BpeAOHOCHBIX MPOrpamMm Mpu
CTapTeé ONEPAallMOHHONW CHUCTEMBl IIyTEM JKCILTyaTalluH
CTaHJAPTHBIX MEXaHW3MOB, B TOM 4YHCIE IIyTEM INPaBKU
KJIII04Yel peecTpa, OTBEYAIOIIMX 32 aBTOMATHYECKHUH 3aIycK
poTpaMM, 3aIycKa BPeJOHOCHBIX IIPOTPaMM KakK CEpPBUCOB U
T.IL.

T3.15. IlnanupoBaHHe 3amycka BpPEJOHOCHBIX IPOrpaMM
yepe3 IUIAHUPOBILMKOB 3a/1a4 B ONEpAIMOHHON cHcTeMe, a
TaKXKe C HCIOJB30BAaHHEM MEXaHHW3MOB IUIAHUPOBAHHS
BBITIOJIHEHUS B yAJICHHON CHUCTEMe Yepe3 yJaleHHbIH BbI30B
nporenyp. BrimorHeHne B KOHTEKCTE TUIAHHUPOBIIUKA B Psijie
cllyyaeB MO3BOJISIET aBTOPHU30BATh BPEIOHOCHOE
pOTpaMMHOE OOECTIEYeHHE ¥ TOBBICHTH JIOCTYITHBIE €My
IPUBUIIETHH.

T3.16. 3amyck BpEOOHOCHBIX MpPOrpaMM TMpU T[OMOILU
JIETUTUMHBIX, MOAMUCAHHBIX HU(POBOM MOIMUCHIO YTUIHUT
YCTaHOBKH TPUIIOKEHUH M CPEJICTB 3aIlycKa CKPHIITOB (T.H.
TEeXHUKa MPOKCHUPOBAHUSA 3aITyCKa), a TaKXKe Yepe3 CpeicTBa
3alycKka  KoJa  JJIeMEHTOB  ympaBieHuss  ActiveX,
KOMIIOHEHTOB ~ (puiIbTpoB  (KOAEKOB) W KOMIIOHEHTOB
oubanorex DLL.

[Tpumepsr: 1) 3anyck MSI-¢aiinoB B onepainoHHOl cucTteme
Windows npu moMomm yTHINTBI msiexec; 2) UCTIOIb30BaHHE
yrunuT Regsvr32.exe (MicrosoftWindowsRegisterServer) u
odbcconf.exe s MPOKCHPOBAHUS HWCIOTHEHUS Koja
oubmmorek dll B omepaumonHoit cucreme Windows
MIOCPEJICTBOM BHECEHHUSI N3MEHEHHI B PEECTP OTEPAIIMOHHBIX
CHCTEM.

[Ipumevanue 7: BHeapeHue W MCHOITHEHHWE BPEIOHOCHOTO
MporpaMMHOTO O6€CHG‘I€HI/ISI B CUCTEMAaX U CETAX MOXET
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BBITIOJIHSITHCSL B HECKOJIBKO IIaroB C MCIOJIb30BAHUEM OHOU
win 0Oojee W3 TMEPEYUCIICHHBIX BBIIE TEXHHUK, IIOKa
HAPYIIUTETh HE JOCTUTHET I[EJeBOW CUCTEMBI WM He Oyner
BBIHYX/ICH MPUOETHYTH K IPYrol TaKTUKE JIJIsl MPOJIOJKEHUS
aTaku.

T4 | 3akpemieHue T4.1. HecaHKUMOHMPOBAHHOE CO3/JaHUE YYETHBIX 3aIUCei

(coxpaHeHue A0CTyIa) B | UM Kpayka CyHIIECTBYIOIIUX YUETHBIX JaHHbBIX.
CUCTEME WJIN CCTH T4.2. Hcnonb3oBaHuE€ IUTATHBIX CPEJACTB  YJAJICHHOTO
JI0CTyIIa U YIIPABIEHUS ONIEPALlMOHHON CUCTEMBI.
Taktudeckas  3ajgada:
noayuuB jgoctymn K y3ny | T4.3. CkpelTasg yCTaHOBKa M 3allyCK CPEICTB YIAJIECHHOIO
CeTM ¢ IIOMOIIBIO | JOCTYyNA U YIPABIEHUS ONIEPALIMOHHON CUCTEMBI.
HEKOTOpOM Buecenne u3MeHeHM B KOHQUIypalMld M  COCTaB
ITOCIIEA0BATEIHLHOCTH IPOrpaMMHBIX M IPOrpPaMMHO-ANNapaTHBIX  CPEJCTB
JEUCTBHH, HAPYIIUTEb | ATAKYEMOM CHCTEMBI UIIM CETH, BCIEACTBHE YETO CTAHOBUTCS
CTPEMHTCS  YIPOCTUTH | BO3MOXKEH MHOTOKPATHBIA 3aIlyCK BPEOHOCHOTO KOZIa.
cebe noBTopHOe | T4.4. MackupoBaHue TOJKIIOYEHHBIX YCTPOWCTB IOJ
MOJyYeHHUE JIOCTyNa K | JETUTHMHbIE (HAaIpuUMep, HAHECEHUE KOPIOPATUBHOIO
3TOMY Y37y, €CJAM OH | JOIOTHIIAa, WMHBEHTAapHOIO HOMepa, TenedoHa CIykObl
emy BITOCJIC/ICTBUY | IIOAJICPHKKH).
MIOHa100UTCS T4.5. BHeceHue COOTBETCTBYIOUIMX 3allCed B PpeEecTp,
(Hampumep, aBTO3arpy3Ky, IUIAHUPOBLIMKU 3aJlaHUM, O0eCIeyuBaIOLIX
YCTaHABJIMBAET 3allyCK BPEJOHOCHOIO MPOTrPaMMHOIO OOecredeHus: Mpu
CpPEICTBAa  yNAJCHHOIO | Iepe3arpy3ke CUCTEMbI WM CETH.
YIIPaBIICHUSA y3ioMm, | T4.6. Kommnpomeranust IPOLIMBOK  YCTPOUCTB c
U3MEHAET  HACTPOMKM | UCTOJIb30BAHUEM  YSI3BUMOCTEH  WMJIM  MPOTrPaMMHO-
CPCICTB  3alllUTBl W | alllapaTHBIX 3aKJIaJ0K, K IpPHUMEpY, BHEIPEHHE HOBBIX
Jpyrue neicTBus) ¢yuknuiit B8 BIOS (UEFI), xommpomeranus mNIpoIINBOK
JKECTKUX JIMCKOB.
T4.7. Pe3epBHOE KONMPOBAHHWE BPEAOHOCHOIO KoJa B
o0rnacTsX, peaKo IOABEpraeMbIX IPOBEPKE, B TOM 4YHCIIE
3apa’keHHe pe3epBHBIX KOMUN JJAaHHBIX, COXpaHEHHE 00pa30B
B HEPa3MEUEHHBIX O0JACTAX >KECTKUX JHUCKOB M CMEHHBIX
HOCHUTEJEH.
[Ipumeuanue 8: 3akperuieHue (CoXpaHEHHWE JOCTyNa B
CHCTEME) MOXET MPOU3BOIUTHCS C UCIOIb30BAHUEM OJIHOM
M 0oJiee U3 NepeYrCISHHBIX BBIIIE TEXHUK.

TS5 | Yupasienue T5.1. VYpaneHHoe  ympaBleHHE 4Yepe3  CTaHAAPTHBIE
BPEJOHOCHBIM nporokonsl  (Hampumep, RDP, SSH), a  Ttakxe
IIPOrpaMMHBIM UCMOJIb30BaHUE HWHQPPACTPYKTYphl MpPOBaiiiepoB CcpencTB
oOecnieueHneM M (WIM) | ylaJe€HHOrO aJMUHUCTpUpoBaHus. [Ipumep: ucnonb3oBaHue
KOMITOHEHTAMH, K | CpeAcTB ynaneHHoro ympasieHus RMS/teamviewer s
KOTOpbIM paHee ObuUI | cO3/IaHus KaHaja CBSI3H u yIpaBiIeHUs
MIOJIYYE€H AOCTYII CKOMIIPOMETHUPOBAHHOM CUCTEMOM co CTOPOHBI

3JI0YMBIIIJIEHHUKOB.
Taktnueckas  3amava: | T5.2. Vcronp3oBaHME INTaTHBIX CPEACTB  YIAJIEHHOTO
BHEJPUB  BPEIOHOCHOE | TOCTYIA U YIPABIEHUS ONEPALIMIOHHON CUCTEMBI.
HPOTPaMMHOC T5.3. KoMmMyHHMKanus ¢ BHEIMIHUMM CEPBEPAMH YIIPaBJICHHS
olecrieueHue WA | yepe3 XOpOIIO M3BECTHBIE MOPTHI HAa OSTHX CepBepax,
00€CTIeYNBIIOCTOSTHHOE

MPUCYTCTBUE Ha y3Ie

paspelnieHHble Ha MexceTreBoM dkpane (SMTP/25, HTTP/80,
HTTPS/443 u np.).

18




CeTH,
CTPEMUTCS
ABTOMATHU3HPOBATH
yIpaBieHUE
BHEJPCHHBIMHU
MHCTPYMEHTAJIbHBIMU
CpeacTBaMu,
OpraHu30BaB
B3aUMOJICVCTBHUS
CKOMIIPOMETHPOBAHHBIM
y3IIOM H  CEpPBEPOM
yIpaBlIeHUs, KOTOPBIH
MOXET OBITh pa3MelIcH
B cetu MHTepHeT uiu B
UHPPACTPYKTYpE
OpraHu3aliuu

HapyILIUTEIb

T5.4. KommyHuKkanus ¢ BHEIIHUMHU CEPBEPAMHU YIIPaBJICHUS
yepe3 HEeCTaHJAapTHbIE MOPTHl Ha JTHUX CEpBEpax, 4YTO B
HEKOTOpBIX  CllydasxX  IO3BOJIIET  O3KCIUIyaTUPOBATh
YSI3BUMOCTH CPEJCTB CETEBOM (MIIbTpaLuy A 00XoJa 3TUX
CPEICTB.

T5.5. YnpaBnenue yepe3 ChbeMHbIE HOCUTEIU, B YaCTHOCTH,
nepeaaya KOMaH/{ YIPABIICHUS MEXIY
CKOMIIPOMETUPOBAHHBIMM ~ M30JIMPOBAHHOW CHCTEMOW U
MOJKIIFOYEHHOM K HMHTepHeT cucTteMol uepe3 HOCUTEIU
uH(MOpMalIH, UCIOIb3yEeMbIE Ha 00EUX CHCTEMaX.

T5.6. IlpokcupoBanue  Tpaduka  ympaBleHUS  JUIA
MaCKHPOBKHU IOJJO3PUTEIBHON CETEBOM aKTMBHOCTH, 00X0/a
NpaBUI Ha MEXCETEBOM DJKpaHE M COKPBITHS aJIPecoB
UHOPACTPYKTYpbl HapyliuTeneil, ayOaupoBaHHE KaHAJIOB
cBsi3u, o0(dyckanms u pasznenenue Tpaduka ynpaBJIeHUS BO
n30exaHne 0OHapyKEHUSI.

[Ipumepsr: 1) HCHOIB30BaHUE CKOMIIPOMETHUPOBAHHBIX
CUCTEM B TOH e ceTd, Ui KOTOphIX HpaBwiamMu MO
paspernieH goctyn B MHTepHET, B KadecTBE POKCH CEPBEPOB;
2) wucnonb3oBaHue UHPpacTpykrypsl cetu TOR s
MIPOKCHUPOBAHUSI 3alpOCOB K CEpBEpaM yIpaBlieHus; 3)
UCMOJIb30BAaHUE OJHOIO KOMMYHHMKAI[MOHHOI'O IPOTOKOJIA
JUISL 3a1Ipoca, ¥ JPYroro - AJsl OTBETa Ha 3aIpoc.

T5.7. TynnenupoBanue tpaduka ynpasneHus yepe3 VPN.

T5.8. TynnenupoBanue Tpaduka ympaBiIeHUS B MOJSA
3aIlOJTHEHUS U JTAaHHBIX CIYKEOHBIX MPOTOKOJIOB, K IPUMEpY,
TYHHEJUpOBaHUE Tpaduka ynpaBiIeHHsS B IOJIS JaHHBIX U
3anosnHeHus npotokosoB DNS, ICMP nnu npyrue.

T5.9. Vnpasnenue uyepe3 MNOAKIIOUYEHHBIE YCTPOMCTBA,
pean3yIONIUe JOMOIHUTEIbHBIM KaHajl CBS3U C BHELIHMMHU
CUCTEMaMH HIJIIN MCXKOY CKOMITPOMETHPOBAHHBIMHA
CHUCTEMAMH B CETH.

T5.10. cnonb3oBanue cpencts o0dyckanuu, mudpoBaHus,
cTeraHorpaguu Juis COKpbITUS TpapuKa yIpaBIeHHUs.

T5.11. Ilepenaua KoMaH[ yHpaBi€HUS yepe3 HECTAHIAApTHO
MHTEPIPETUPYEMBIE TUIIOBBIE ONEPALMH, K IIPUMEPY, IIyTEM
BBIMIOJTHEHUS] KONMUpPOBaHUA (aiina 1Mo  pa3pelieHHOMY
npotokony (FTP wunu momoOHOMY), myTeM ympaBieHUs
pa3ziensieMbIMU CETEBBIMHU pECYpCaMHy IO MPOTOKoiy SMB u
T.IL.

T5.12. Ilepenaua xomaHj yIpaBlieHHs depe3 MyOIHKaIHIO
Ha BHEIIHEM JIETUTUMHOM CEpBUCE, TaKOM KakK BeO-cailt,
001ayHbIi pecype, pecypc B COLMATBHOM CETH U T.I1.

T5.13. JluHamudeckoe U3MEHEHHE aJpEeCcOB CEPBEPOB
yIpaBiIeHUs, UIACHTU(UKATOPOB BHEIIHUX CEPBUCOB, Ha
KOTOPBIX Hy6J'II/IKyIOTC$I KOMaHIbl YIpaBJICHUA, W T.II. IO
M3BECTHOMY QJITOPUTMY BO M30€XKaHHe OOHAPYKEHHSL.

[Ipumeuanue 9: YnpasneHue BpeIOHOCHBIM MPOrPAMMHBIM
oOecrieyeHHeM U (WIM) KOMIIOHEHTaMH, K KOTOpPBIM paHee
OBbUI MOJIy4eH JOCTYI, MOXKET NPOU3BOAUTHCS HAPYILIUTEIEM
C HCIIOJIb30BaHUEM OJHOW WM Oojiee M3 TNMEpPEeYHCICHHBIX
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BBIIE TEXHUK JUI1 YOPaBIEHUS TPYAHOJOCTYIHBIMU
KOMIIOHEHTaMH WIH JJIsl pealn3aldd pPEe3EpBHBIX KaHAJIOB
yIpaBJICHUSL.

T6 | IloBbilieHHE T6.1. TlomydyeHwe JaHHBIX I AyTCHTHQUKAMH |

IIPUBUIIET U II0 | aBTOPU3allMd OT MMEHM IPUBWICTUPOBAHHOW YYETHOHU
JOCTYITY K | 3aIIUCH IyTeM IOMCKAa ITHX JaHHBIX B Mamnkax u (aiinax,

KOMITOHEHTAM CHUCTEM U
ceTen

TakTndueckas
MOJTyYUB
MEepBOHAYAIIBHBIN
JOCTYIl K Y31y C
MPUBUJIECTUSIMU,
HEAOCTATOYHBIMU
COBEpILEHUS]  HYXHBIX
eMy JICUCTBUH,
HapyLIUTEIb CTPEMUTCA
MOBBICUTh TOJTYyYCHHBIC
MPUBUIIETUHI n
MOJIYYUTh KOHTPOJIb HaJ]
y3J10M

3aJayda.

JUIA

NOWCKAa B MaMATH WIM TIepexBaTra B CETEBOM Tpaduke.
JlanHble 171 aBTOPHU3ALUM BKJIIOYAIOT MAPOJIH, X3UI-CYMMBI
apoJien, TOKEHBI, UACHTU(PHUKATOPHI ceccuy,
KpUNTOrpaguuecKue K04, HO HE OTPaHUYMBAIOTCS UMHU.

T6.2. Tlogbop maponst wid JApyroi WHPOPMAIUU IS
ayTeHTH(HUKAIMKU OT MMEHHW IMPHBHICTUPOBAHHON YYETHOU
3aIuCH.

T6.3 Oxcruyaraumst ys3zBumoctedl [IO k  noBBILIEHUIO
IIPUBHIICTUH.

[Ipumep: skciuTyaTanus ysS3BUMOCTH JipaiiBepa CIyObl
[I€YaTH, MO3BOJISAIOLIEH BBIOJHUTh KOJ C INPUBUIIETUSIMU
CUCTEMHOM YyYETHOM 3alMCH, 4Yepe3 JOCTyo K JOTOMY

IpaiiBepy W3 TPWIOKEHUS, 3alMyNICHHOTO OT HWMCHH
HETPUBUICTHPOBAHHOTO TIOJIH30BATEIISI.
T6.4. DKCIuTyaTanus ySI3BUMOCTEH MexXaHu3Ma

UMIIEpCOHAIMM (3allycKa omepanuil B CUCTeMe OT HMEHHU
JIpYroi y4eTHOM 3aIrucu).

[Ipumep: sKkcrTyaTanus ysS3BUMOCTH IUTAaTHOTO MEXaHM3Ma
MMIIEpCOHALMH, PEAIM3YEMOT0 ONIEPALMOHHON CUCTEMOM.

T6.5. Manunynsuuu ¢ uACHTU(PUKATOPOM CECCUU, TOKEHOM
JIOCTyNa WM UHBIM IapaMeTpoM, ONpPENENSIIOIIMM IpaBa U
MIOJTHOMOYHS TOJIb30BATENs B CHCTEME TaKMM 00pa3oM, 4TO
HOBBII WM HM3MEHEHHBIN HJIEHTU(PHUKATOP/TOKEH/TTapaMeTp
AT BO3MOXKHOCTb ~ BBINIOJIHEHUSI PpaHEE HEJOCTYIHBIX
IIOJIB30BATENI0 ONEPALIAI.

[Ipumep: kpaxa U moajenka cookie ceccuu Ui MOTyYSHHS
aBTOPU30BAHHOTO JOCTyna K BeOHMHTepdeiicy ympaBiieHus
CETEBOI0 YCTPOMCTBA.

T6.6. O06X0n MOMUTUKH OTPAHMYEHUS TOJTH30BATEIHCKUX
VUETHBIX 3alucell B BBIOJHEHWU TPYII  OIEpaluii,
TPEOYIOMIMX MTPUBIIICTHPOBAHHOTO PEKUMA.

IMpumep: o6xox UserAccountControl B omepamroHHOM
cucteme Windows.

T6.7. HWcnonp3oBaHWe  yA3BUMOCTEH  KOH(Urypauuu
CHUCTEMBI, CIY’)KO H TPWIOKEHWA, B TOM YHCIE
peBapUTENbHO CKOH(UTYPUPOBAHHBIX npoduieit
NPUBUJICTUPOBAHHBIX  MOJIb30BATENe,  aBTOMAaTHYECKU
3aITyCKaeMBbIX oT UMEHH MPUBUIIETUPOBAHHBIX
M0JIb30BaTENEeH  CKPUITOB,IPHIIOKEHUH U DK3EMIUISIPOB
OKpYKEHHUS, MIO3BOJISFOIIUX BpPEAOHOCHOMY 1O

BBITTOJTHSATHCS C TIOBBIIIEHHBIMU TPHBHIICTASIMHU.
ITpumepsr: 1) ucnonb3oBanue mnpocunerr PowerShell s
3akperuieHus: BpeaqoHocHoro I1O B cucrteme W BBITOJTHEHUS
sroro IIO ¢ TDOBBILIEHHBIMH  NPUBHIETUAMHU;  2)
KOH(pUrypauus KOMaHbl Nepexoja B NMPUBUIECTMPOBAHHBINA
pexxuM  sudo, TpW  KOTOPOHM  YCHEIIHBIA  pe3yabTar
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BBIIIOJIHEHUSI 3TOM KOMaHAbI HAa HEKOTOpOe  BpeMs
KOLIUPYETCs, YTO TPU OIpPeNeJeHHbIX OOCTOATEIhCTBAX
MOXET OBITh HCIIOJIb30BAaHO BPEAOHOCHBIM KOJOM  JUIS
BBIMIOJTHEHUS] TPHUBWICTHPOBAHHBIX ONEpalliii B TEUYEHHUE
3TOr0 BpPEMEHH; 3) TMapaMeTpbl HCIOJHEHHUs (aiiioB
(ImageFileExecutionOptions, IFEO), MTO3BOJISIOIIHE
NEPEeKIII0YaTh HUCIOJHEHUE (ailioB B PEXHUM OTIAAKH,
BBIMIOJHASL ~ BPEJOHOCHBIE  MPWIOKEHHUS  [OA  BUAOM
OTJIaYMKOB M CPEJICTB MOHUTOPHHIA, YTO IO3BOJISIET MM
OTKJIFOYATh CUCTEMHbIE MPUIIOKEHUS M CPEICTBA 3ALUTHI.

T6.8.  DOxkcrmyaranust — ys3BUMOCTEHM,  CBA3aHHBIX  C
OTJEJIbHBIM, U BEPOSTHO MEHEE CTPOI'MM KOHTPOJIEM JIOCTYTIa
K HEKOTOpPBIM pecypcaMm (Hampumep, K ¢ailioBoil cucreme)
JUIS HeIPUBUWJIETMPOBAHHBIX YUYETHBIX 3alUCeil.

[lpumep: mnoamena Ha Aucke OWHAPHBIX (AMIOB WM
CKpUIITOB,  IpPEIHA3HAYCHHBIX  JUII  WCIOJHEHUA B
IIPUBUJIETUPOBAHHOM KOHTEKCTE, IIPUIIOKEHUEM,

HCITIOJIHAOIUMCA B HCIIPUBUJIICTHUPOBAHHOM KOHTCKCTC.

T6.9. Oxcrnyaranusi ysS3BUMOCTEH CpPEICTB OIPaHUYEHUS
Cpelbl UCIIOJNIHEHUs (BUPTYyaJIbHBIE MAIWHBI, TECOYHUIBI U
T.I1.) JUIS KCIIOJIHEHUS KOJ1a BHE 3TOM CpPEIbl.

[Ipumep: skcmmyaranus ysS3BUMOCTH 00paboTku Oydepa
JAHHBIX B paMKaX IMECOYHHIIBI, peaTn3yeMoi Opay3epom JuIst
orpaHuueHusi pabotel MoOuibHOro koma (Javascript), c
MOCJIETYIONUM BBIITOJTHEHHEM KOJa B KOHTEKCTE Ipolecca
Opay3sepa.

[Ipumeuanue 10: TloBblmieHHe TPUBHIETHM MO JOCTYHY K
KOMIIOHEHTaM CHCTEM U CETE€H MOXET IPOU3BOLUTHCA C
UCMOJb30BaHUEM OJHOM wWiIn 0Oojee U3 IEepPEeUUCICHHBIX
BBIIIC TEXHUK, [I0KA HAPYLIUTENb HE IMOJYYUT AOCTATOYHO
NPUBMJIIETUM I peaJlu3aluyd  JAPYrod  TakTUKA B
IIPOJIOJKEHHUH aTaKH.

T7

CokpbITHE JEHCTBUM |

MIPUMEHSAEMbIX npu
3TOM CpEICTB oT
OOHapyKeHHs
TakTuueckass  3agada:
HapyIIUTEIh CTPEMUTCS
3aTpyIHUTH
MIPUMEHEHHE Mep
3amuTel  MHGOpMAIUH,
KOTOpBIE CIIOCOOHBI
rnoMeniaTh ero
JNEUCTBUSAM 1581051

OOHapYKUTh UX

T7.1. Hcnonp3oBaHWe HapyIIUTEIEM WU BPEIOHOCHOU
m1aTGopMOi MITATHBIX HHCTPYMEHTOB aIMUHUCTPUPOBAHUS,
YTUJIUT U CEPBHUCOB OINEPAIMOHHON CHUCTEMBI, CTOPOHHUX
YTWJINT, B TOM YHUCJI€ JBOWHOI'O Ha3HAYEHHSI.

T7.2. Ouuctka/3aTupaHue HCTOPUM KOMAHJ U KYypHaJIOB
perucTpainyy, TIepeHanpaBieHue 3anucell B IKypHaJb
perucTpanyy, nepenoTHeHne UCTOPUH KOMAaH U KYPHAJIOB

perucrpanuu, 3aTpyJHEHHE JOCTyHa K  JKypHajam
PETUCTpAIMH Il aBTOPH30BAHHBIX MTOJIb30BATEIICH.

T7.3. VYnanenue  daiinos, mnepenucsiBanue  (aiiaos
NPOU3BOJILHBIMU  JTaHHBIMH, (OpPMATHPOBAHUE CHEMHBIX
HOCHUTEJIEH.

T7.4. OrtkimroueHne  CpeACTB  3alIUTBI  OT  YIpo3

MH(POPMALIMOHHOM O€30MacCHOCTH, B TOM YHCIE CPEJICTB
AQHTUBHPYCHOM 3alllUThl, MEXAHU3MOB ayJInTa, KOHCOJIEU
omeparopa MOHUTOPUHIA U CPEACTB 3ALUTHI IPYTUX TUIIOB.

T7.5. OtTknrodyeHne CUCTEM M CPEICTB MOHUTOPHHIA U
3aIATHI OT YIPO3 MPOMBIIIUICHHON, (PU3HUECKOM, TIOKaPHOH,
AKOJIOTMUYECKOH, panalliOHHON OE30MacCHOCTH, UHBIX BUIOB
0€30MacHOCTH aBTOMATH3UPOBAHHOM CHUCTEMBl YIpaBICHUS
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TEXHOJIOTHYCCKUMHU nponeccamu n YIIpaBJIsICMOT'O
(KOHTpOIUPYEMOTO) 00BEKTa U (WJIN) MpoIiecca.

T7.6. llonnenka qaHHBIX BBIBOJIA CPEJACTB 3aIUTHI OT YIpo3
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

T7.7. llomnenka MaHHBIX TEJIEMETPUH, AAHHBIX BBIBOAA
ABTOMATU3UPOBAHHBIX CUCTEM YIIPABJICHUS, JAHHBIX CHCTEM
M CpEICTB  MOHUTOPMHTa U  3alIUTBl  OT  YIpo3
MPOMBIIIICHHOM, (YU3UYECKOM, MOKAPHOU, IKOJIOTHYECKOM,
paauanuoOHHONW OE€30MacHOCTH, WHBIX BHJIOB OC30MACHOCTH
ABTOMATU3UPOBAHHOM CUCTEMBbI yIpaBIeHUS
TEXHOJIOTUYECKUMHU  TMpolleccaMd W YIIPABIISIEMOTO
(koHTpOIMPYEeMOTO) 00BeKTa W (WiIM) mpolecca, JAaHHBIX
BUJICOHAOIIOACHUS U JPYTHX BU3YAIIbHO UM aBTOMATUYECKU
UHTEPIPETUPYEMbIX JTaHHBIX.

T7.8. BeimonHeHue araku oOTKaza B OOCIYKMBaHUU Ha
OCHOBHBIE M pE3epBHBbIE KaHaJbl CBA3HM, KOTOpbIE MOTYT
UCIIOJIb30BAThCS s JOCTaBKU cooOmieHui 0
HEpaboTOCHOCOOHOCTH CUCTEM WJIM UX KOMIIOHEHTOB WMJIM O
JPYTUX IpU3HaKaX aTaku.

T7.9. TIlognucanue Koma, BKJIOYas  HCHOJIb30BaHHUE
CKOMIIPOMETHUPOBAHHBIX  CEPTH(PHUKATOB  aBTOPUTETHHIX
npousBoauteneit IO s  noamucaHusi BPEIOHOCHBIX
IIPOrPaMMHBIX MOJYJIEH.

[Ipumevanue 11: CoueraeTcss ¢ TEXHUKOW KOMIIPOMETAIIMHU
ceptuduKaTa, HCIOIB3YEMOTO Id UU(PPOBON TOANUCH
obpa3za I10.

T7.10. BHenpenue BpEIOHOCHOTO KOJla B JOBEPEHHBIC
MPOLIECCHl OMEPAMOHHONW CUCTEMBI U JPYrHe OOBEKTHI,
KOTOPBIC HE IMOABCPTarOTCA aHAJIM3y Ha HAJIWYHUEC TaKOI'O
KOJa, /Ui IPeIOTBpallleH!s] OOHAPYKEHHS.

T7.11. Moaudukanus wMoayaed u  KOHPUTypalUu
BPEJOHOCHOT'O IPOTrpaMMHOTO obecreyeHus IS
3aTPyIHEHHS €ro OOHAPYKEHUS B CUCTEME.

[Ipumep: BHeceHHE U3MEHEHUN B MOJYIU U KOH(PUTYpPALIUIO
BpenoHocHoro  I[1O  jama  ynmajneHus — WHIUKATOPOB
kommpometarun 3TuM BIIO mocne oOHapykeHus ero B
JIPYTUX CHCTEMaXx.

T7.12. Manunynauuy MMEHaMM M IapaMeTpaMM 3aIlycKa
MPOLIECCOB U MPHIJIOKEHUHN I 00eCrieYeHUs CKPHITHOCTH.
IIpumepsr: 1) COKpbITHE OKHa TPUIOXKEHHS  4epes3
napameTpsl 3amycka nporecca B OC Windows; 2) Be16op aiis
BPEJIOHOCHOTO TPWIIOKEHUs] HMMeHH (aiina (mpouecca),
MOXO0XKET0 HAa WM  M3BECTHOTO W/WIM  CUCTEMHOIO
IIPWJIOKEHUS WM COBIA/IAIONIETO C HUM.

T7.13. Co3nanue CKpHITBIX (DAMJIOB, CKPBITBIX YUYETHBIX
3aIncen.

T7.14. YcraHoBlI€HHE JIO)KHBIX JOBEPEHHBIX OTHOUIECHWH, B
TOM 4YHCJIE€ YCTAaHOBKAa KOPHEBBIX CEpTU(UKATOB IS
YCHEIIHOW  BAJMJALUUA  BPEJOHOCHBIX  IPOrPAMMHBIX
MOJlyJIEH M aBTOPU3aLlMU BHEIIHUX CEPBUCOB.

T7.15. Buenpenue BpPEIOHOCHOIO Kozaa
BBIOOPOYHBIM/IICNIEBBIM  00pa3oM Ha HauOoyiee BaKHBIC
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CUCTEMBI MJIM CHUCTEMBI, YJOBJIETBOPSIOIINE ONPEAEICHHBIM
KpUTEpUSIM, BO nz0exanue MPEXKAEBPEMEHHOM
KOMITPOMETAIMH MHPOPMAIIUK 00 HCIIONb3YEMBIX MIPU aTake
YSI3BUMOCTSIX U OOHapy»eHHs GakTa aTaku.

T7.16. HckyccTBeHHOE BPEMEHHOE OrpaHUuYEHUE
pacrpoCTpaHeHHUsT WJIM aKTUBalliM BPEAOHOCHOTO KOja
BHYTPH  CETH, BO  HU30EKaHUE  MIPEKIECBPEMEHHOIO
oOHapyxeHHs (aKTa aTaky.

[Tpumep: pacrpocTpaHeHue BPEIOHOCHOTO I10
eIIMHOBPEMEHHO o BCEM HUHTEPECYIOIINM
3JIOYMBIIIJICHHUKAM CHUCTEMaM M €IUHOBPEMEHHBIN 3aITycK
€ro Ha BBIMIOJHEHUE 10 KOMAaH[E, BILIOTH 1O BBITIOJHEHUS
KOTOPOH KOMITPOMETALIUIO CHCTEMBI OOHAPYKHUTh CIOXKHO.

T7.17. O6dyckanus, mudpoBaHHe, yMakoBKa C 3alUTOU
MapoJieM WM COKPBITHE CTETaHOTPaPUUECKHMH METOJIaMU
MPOrpaMMHOT0 Kofa BpenoHocHoro 10, gaHHBIX U KOMaH]
VIPaBISIONETo TpaduKa, B TOM YHCIIE P XPAHCHUH dTOTO
KOJIa M JIaHHBIX B aTaKyeMOW CHCTEME, NMPU XPaHCHHH Ha
CETEBOM pecypce WU U Mepeiadye 1Mo CeTH.

T7.18. Hcnons3oBaHue CpeACTB BUPTyalu3aluu  AJid
COKpBITHSI ~ BPEIOHOCHOIO  KOJAa  WJIM  BPEAOHOCHOM
AKTUBHOCTH OT CpEACTB OOHapyXeHUs B ONEPaLMOHHOU
CHCTEME.

T7.19. TynnenupoBanue Tpaduka ynpasieHus yepe3 VPN.

T7.20. TynnenupoBanue Tpaduka YHOpPaBICHHS B OIS
3aIlOJTHEHNS U JTAaHHBIX CIYKEOHBIX MPOTOKOJIOB, K IPUMEpY,
TYHHEJIUpOBaHUE Tpaduka ynpaBiieHHsS B MOJS JaHHBIX U
3anosHeHus npotokojoB DNS, ICMP unu npyrue.

T7.21. U3meneHue KOHQUIypalluu CETH, BKIIOYas
WU3MEHEHNE KOH(UTrypanuu CETEBBIX YCTPOUCTB,
OpraHM3alMI0 IMPOKCU-COCAUHEHUN, W3MEHEHHE TaluIl
MapuIpyTU3aluy, cOpoc U MoaU(pUKAIUIO TapoJie nocTymna
K HHTepdeiicaMm ynpaBiIeHUs] CETEBBIMU YCTPONHCTBAMM.

T7.22. [lonmeHa 1 koMIpoMeTalys IPOLUIMBOK, B TOM YHCIIE
npomuBoK BIOS, jkeCTKHX TUCKOB.

T7.23. Tlommena @ailioB JIETUTUMHBIX TNPOTpaMM U
OUOJINOTEK HEMOCPECTBEHHO B CUCTEME.

[Ipumeuanne 12: B TomM 4mcie MOXKET coyeTaTbCsi C
TEXHUKOM KOMIPOMETAIlMH CepTH(HKATa, HCHOIB3YEMOTr0o
Jutst 1udpoBoit moanucu obpasza I10.

T7.24. TlonMeHa NETUTUMHBIX MporpaMMm M OMOIMOTEK, a
TaKxXe JETUTUMHBIX OOHOBJIEHH IIPOTrPaMMHOTO
oOecrieyeHns, TOCTABIISEMBIX IPOU3BOJUTEIEM YIAIEHHO
4yepe3 CETH CBS3HM, B PEMO3UTOPHUAX MOCTABIIMKA WA IIPH
nepeaade 4yepes3 CETH CBA3H.

[Ipumeuanne 13: B TomM 4umcie MoO)keT coyeraTbCs C
TEXHUKOM KOMIPOMETAIlMH CepTH(HKATa, HCHOIB3YEMOTr0o
Jutst udpoBoit moanucu obpasza [10.

T7.25. IlonMeHa CCBUIOK Ha JIETUTHUMHBIE NPOTrpamMMmbl U
OUOJHMOTEKH, a TakKe Ha JIETUTUMHEIC OOHOBJICHHS
IIPOrPaMMHOTO o0ecrieyeHus, IIOCTaBJIIEMbIE
IIPOM3BOJIUTENIEM YIAJIEHHO Yepe3 CETU CBsI3U, HH(POpMaLUU
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0 TaKUX OOHOBJICHUSX, BKJIIOYAst aTaku Ha
WH(pacTPyKTypHBIE CEPBUCHI MOCTaBIIMKA (Takue kak DNS
hijacking), ataku Ha TPETHECTOPOHHHUE PECYPCHI, aTaKH Ha
ANEKTPOHHYIO TOYTYy H  JpYrHe CcpeiAcTBa oOMeHa
COOOIICHUSMU.

[Ipumevanue 14: B TOM UHCIIE MOXKET COYETATHCS C
TEXHUKOW KOMIIPOMETAIMN CepPTH(HUKATA, HCIOIB3YEMOTO
Juts upoBoit moanucu obpasa [10.

T7.26. [Tonmena TUCTPUOYTHBOB (YCTaHOBOYHBIX
KOMILUIEKTOB) TPOTrpaMM Ha HOCHUTEISIX HWH(OpManuyd WM
00LIMX CETEBBIX pecypcax.

[Ipumevanue 15: B TOM UMCIIE MOXKET COYETATHCS C
TEXHUKOW KOMIIPOMETAIMN CepPTH(HUKATA, HCIOIB3YEMOTO
Jutst upoBoit moanucu obpasa I10.

T7.27. Komnpomerarusi cepTudukara, UCIOIb3YeMOro s
mudpoBoil nmoxnmucu obpaza 110, Britouyas Kpaxy 3TOro
ceprudukara y npousBogutesns [10 niam nokynky KpasieHoro
cepTudUKaTa Ha HEJETaJbHbIX IUIOLIA/JIKAX B CETSAX CBA3U
(T.H. "mapkBe0'") W mommenKy cepruduKata C TOMOIIBIO
sKkcrutyartanuu yszsumocteil 110, peanusyromero ¢yHKIuu
TeHEPUPOBAHUST KPUNTOTPAPHUECKUX KITIOUEH, XpaHEeHUs U
ynpaBiieHUs! TU(PPOBBIMH cepTU(UKATAMH.

T7.28. Komnpomerauusi CpeicTB CO3JaHMsI POrPaMMHOIO
KOJIa MPWIOKEHUH B MH(PPACTPYKType pa3padOTUMKa ITHX
NPUIOKEHNH  (KOMIMJISTOPOB, JIMHKOBIIUKOB, CpEICTB
yIpaBJIeHUS pa3paboTKoil) JUIs HOCJIEAYIOLIETO
ABTOMATH3UPOBAHHOTO BHECEHUs HM3MEHEHHWH B JTOT KO,
yCTAQHAaBJIMBAaEMbIi aBTOPU30BAaHHBIM MOJb30BATENIEM Ha
IEJIEBBIC ISl HAPYIITUTEISI CHCTEMBI.

T7.29. Kommpowmeranus CPEICTB cOopkH,
KOH(UTYpHpPOBaHUS U pa3BOpaurBaHUs IPOTPAMMHOIO KOJA,
a TaK)Ke€ CPEACTB CO3JAHMsl Y3KOCIELMATIN3UPOBAHHOIO KO/
(x mpumepy, KoJa TMPOMBIIUIEHHBIX KOHTPOJUIEPOB), B
UHPPACTPYKTYpe LIEJIEBOM CHCTEMBI, JUIS
ABTOMATU3UPOBAHHOTO BHECEHUS H3MEHEHHl B ATOT KO,
YCTaHABIIMBAEMbIM aBTOPU30BaHHBIM I10JIb30BATEIEM HA
1[eJIEBbIE JIJISl HAPYIIUTENS] CHCTEMBI.

IIpumeuanue 16: CokpbITHE NENCTBUI U MPUMEHAEMBIX IIPU
TOM CpEACTB OT OOHApPYKEHHUSI MOXKET MPOU3BOJIUTHCS C
UCTOJIb30BAaHUEM OJHOM WM 0Oojee U3 IepeyrCICHHbBIX
BbIIIIE TEXHUK [UISI COKPBITHUS Ppa3HbIX CBUJETEIHLCTB
KOMIIPOMETAIIMM CUCTEMBbl WM I Oonee 3(h(HEeKTUBHOTO
COKPBITHSL.

T8

[Tonyuenue JIOCTYyTIa
(pactipocTpanenue
JI0CTyna) K  JApYruM
KOMITOHEHTaM CHUCTEM H
CeTed WM CMEKHBIM
CHUCTEMaM U CeTsIM

T8.1. Okcmiyaranus  ya3BUMOCTEH AJi1  TOBBIIICHHUS
NpPUBWIETHM B CHUCTEME WIM CETH I yJIaJeHHOIo
BBITMIOJTHEHUST NPOTPAMMHOIO KOJa JJIs PacHpOoCTpPAHEHHUS
JI0CTymHa.

T8.2. Ucnonb3oBaHue cpeAacTB U UHTEPPEHCOB yaaleHHOTO
yIpaBiIeHUs Il MOJIyY€HUs AOCTYIa K CMEXHBIM CUCTEMaM
U CETSM.
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TakTnueckas 3aja4a;
MOJYYUB  JOCTYI K
HEKOTOPBIM y371aM
HH(PPACTPYKTYpHI,
HapyLIUTEIb CTPEMUTCS
MOJYYUTh  JIOCTYNl K
IPYyTUM y371am.
ITomoGOuHoe
pacrpocTpaHeHue
JOCTYIIa MOXET OBITh
HelleJIeHANTPaBICHHBIM:
TaK, ele He 3Has, K
KaKuM HMEHHO
KOMITOHEHTaM
UHPPACTPYKTYPHI
Tpedyercs MOJIYYUTh
JOCTYII JIJISl TOTO, YTOOBI
BBI3BATh HYXXHBIE €My
HEraTUBHBIC

MIOCTICICTBHS,
HapyUIUTEIb MOXET
CTPEMHTBCS  TOJYYHTH
KOHTpPOJIb ~ HaJ  Kak
MO>KHO OoJbIei
YaCThIO
UHPPACTPYKTYPHI

CHUCTEM U CETEN

T8.3. MHcnoap3oBaHue  MEXaHHU3MOB  AUCTAHIIMOHHOM
YCTaHOBKH IPOTrPaMMHOTO obecrieueHus "
KOH(HUTyPHUPOBAHHUS.

[Tpumep: pacnpocTpaHeHne BPEIOHOCHOTO Koza
rpynnoBeiMu  monutukamu  ActiveDirectory,  00b4HO
UCIIONIB3YEMBIMH  JUII  aBTOMAaTH4eCKOTO  YIPaBJICHHS
JICTUTUMHBIM [TPOrPaMMHBIM 00€CTICUCHHEM.

T8.4. YnanenHoe xonupoBaHue (aiyIoB, BKJIIOYAST MOIYJIH
BPEIOHOCHOTO TPOTPAMMHOTO OOECIICYCHHS M JICTUTUMHBIC
MPOrpaMMHBIE CpeICTBa, KOTOpBIE MO3BOJISIFOT
3JI0YMBIIUICHHUKY MOJIy4aTh JOCTYI K CMEXHBIM CHCTEMaM
U CETSIM.

T8.5. I3MeHeHue KoH(MUTYpaIlK CETH, BKIIOYask N3MCHEHUE
KOH(UTYypalMu CeTEeBBIX YCTPOICTB, OPraHU3aIMIO MPOKCHU-
COEIMHEHUI, U3MEHEHUE TalJIMLl MapuIpyTH3aluu, cOpoc U
MoauduKkamuio  maposeil  goctyma K HHTepdeiicam
yIIpaBJICHUS CETEBBIMU YCTPOICTBAMHU.

T8.6. KomupoBaHue BpEIOHOCHOTO KOJia Ha CbEMHBIE
HOCHUTEIH.

T8.7. Pa3menieHne Bpe10HOCHBIX TPOrPaMMHBIX MOJYJIEH Ha
paszesnsieMbIX CETEBbIX pecypcax B CETH.

T8.8. Hcnons3oBanue JIOBEPEHHBIX OTHOIIEHUM
CKOMIIPOMETHPOBAHHOM CHCTEMBl U I0JIb30BaTelIel 3TOH
CUCTEMBl C JIPYTUMH CHCTEMaMU M MOJIb30BATENAMU JJIf
pacrpocTpaHeHHsI BPEIOHOCHOTO IPOrPaMMHOTO
oOecrieueHus WK JUIs 10CTyIa K CUCTEMaM U MH(OpMalluu B
JPYTUX CUCTEMAX U CETSX.
[Tpumep: OTCBUIKA
AJIEKTPOHHOM  IOYTHI  OT
JIOBEPEHHBIX JIHII.

coo01eHui KOPIOpaTUBHON
UMEHM KOJJIET U MpPOYuX

[Ipumeuanue 17: Ilomyuenue noctyma (pacrnpocTpaHeHHe
JocTyna) K JpYyrdM KOMIIOHEHTaM CHUCTEM M CeTed WM
CMEXHBIM CHUCTEMAM U CETAM MOXET BBINOJIHATECS B
HECKOJIBKO IIIaroB ¢ MCIOJb30BaHUEM OJHOW WM Oosiee U3
IIEPEUUCIICHHBIX BbIIIE TEXHUK, IIOKAa HApPYIIUTENIb HE
JIOCTUTHET LEJNEeBOM CHCTEMbl WM He OyAeT BBIHYXIEH
OpUOETHYTH K IPYrOM TaKTHUKE JJIsl MPOJIOJKEHUS aTaKu.

T9

Coop w BeIBOO U3
CUCTEeMBl  WJIH  CETHU
nH(popmanuu,

HE00X0oAuMOMn TUTST

TadbHENIUX JIeHCTBUI
IIpU peanu3aluuu yrpos

0e30macHOCTH
uHpopMaIuu W
peanu3aiyn HOBBIX
yrpos

TakTuueckas 3amaya; B
XOJIe pealH3aluu yrpos
0€30I1aCHOCTH

T9.1. Hoctyn k cucreme Juist coopa MHGOPMALIUKA U BBIBOJ
uHpOpPMALUK Yepe3 CTaHJIApTHBIE MPOTOKOJBI YIPABICHUS

(mampumep, RDP, SSH), a Taxke wucnonap3oBaHue
UHPPACTPYKTYPhl  MPOBAalAEPOB  CPEACTB  yJAJIEHHOIO
aIIMUHUCTPUPOBAHUS.

[Ipumep: ucnonb30BaHUE CPEICTB YAAICHHOTO YIPaBICHUS
RMS/teamviewer mist co3anus KaHajaa CBSI3U U yIIPaBICHUS
CKOMIIPOMETHUPOBAHHOM CHCTEMOH co CTOPOHBI
3JI0YMBINIJICHHUKOB.

T9.2. Joctyn k cucreme i cOopa MHGOpPMALUU U BBIBOJ
WHPOpPMAIIMK dYepe3 WCIOJIb30BaHHE INTATHBIX CPEICTB
yIAJIEHHOTO JIOCTyla ¥ yIpaBleHHs  ONEpalluOHHOM
CHCTEMBI.

T9.3. BeiBog nHpOpMAIIFK HAa XOPOIIO U3BECTHBIC TTOPTHI HA
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uHpopManuy,
HaApPYIIUTEITIO
moTpedoBaThCs
MOJTyYUTh U BBIBECTH 32
TIPEIeIIbI
UHPPACTPYKTYPHI
Oosnpine 00BEMBI
nHpopMmanuu, wu30exKaB
IIPU 3TOM OOHApYXKEHUS
WJIA TIPOTHBOCHCTBUS

MOXET

BHEIIHUX CEPBEpPAX, pa3pElICHHbIE HAa MEKCETEBOM 3KpaHe
(SMTP/25, HTTP/80, HTTPS/443 u np.).

T9.4. BeiBog uHpOpManuMu Ha HECTAaHAAPTHBIE MOPTHI HA
BHEIIIHUX CepBepax, YTO B HEKOTOPHIX CIy4asx IO3BOJISIET
HKCIUTYaTUPOBATh YSI3BUMOCTH CPEJICTB CETEBOM (puibTpanuu
Juisg 00X0/a ITUX CPEJICTB.

T9.5. OtnpaBka JaHHBIX [0 H3BECTHBIM IPOTOKOJIAM
yIpaBJIEHUs U NIepeayu JaHHbIX.

T9.6. OtmpaBka TaHHBIX IO COOCTBEHHBIM MTPOTOKOJIAM.

T9.7. TlpokcupoBanue Tpaduka nepemayn MAaHHBIX JUIS
MaCKHUPOBKHU IOJJO3PUTEIBHON CETEBOM aKTMBHOCTH, 00X0/a
IOpaBUI Ha MEXKCETEBOM JKpaHE M COKPBHITHS aJpPEcoB
MHQPACTPYKTYpbl HapyliuTenei, ayOaupoBaHHE KaHAJIOB
CBs3M, OOQyckammst W pasfencHue TpaduKa Iepesadn
JTAaHHBIX BO M30eKaHNe 0OHAPYKEHUSI.

[Ipumepsr: 1) HCHOIB30BaHUE CKOMIPOMETHUPOBAHHBIX
CUCTeM B TOH e ceTd, Ui KOTOpbIX HpaBwiamMu MO
paspenieH q1ocTym B IHTEpHEeT B KayecTBe MPOKCH CEPBEPOB;
2) wucnonb3oBaHue UHPpacTpykrypsl cetu TOR s
MIPOKCUPOBAHUSI 3alpOCOB K CEpBEpaM yIpaBlieHus; 3)
UCMOJIb30BAaHUE OJHOIO0 KOMMYHHUKAI[MOHHOI'O IPOTOKOJIA
JUTSL 3aI1poca, U IPYToTo - JUIsl OTBETA Ha 3a1poc.

T9.8. TyHHenupoBanue Tpaduka nepenadd JAHHBIX 4Yepe3
VPN.

T9.9. TyunenupoBanue Tpaduka ympaBiIeHUS B MOJSA
3aIlOJTHEHNS U JTAHHBIX CIYKEOHBIX MPOTOKOJIOB, K IPUMEpY,
TYHHEJIUpOBaHUE Tpaduka ynpaBieHHs B MOJIS JaHHBIX U
3anonHeHus npotokosoB DNS, ICMP nnu npyrue.

T9.10. BeiBox uHpOpMaMu Yepe3 ChEMHBIE HOCHUTENHU, B
YaCTHOCTH, nepeaaya JTAHHBIX MEXIY
CKOMIIPOMETUPOBAHHBIMU ~ HM30JIMPOBAHHOM CUCTEMOM U
MOAKIIOYEHHON K VHTepHeT cuctemoil dyepe3 HOCUTENH
nH(OpMaIHU, UCTIOJIb3yeMble Ha 00€UX CHCTEMaX.

T9.11. OrnpaBka OaHHBIX 4Yepe3 aIbTEPHATUBHYIO CpEdy
nepesavyn JaHHbIX.

[Ipumep: BBIBOJ KOHGHIECHIHMAIBLHON HH(POpPMALUU uepes3
CyOTHUTpBI BUIEOPsIIa, IEMOHCTPUPYEMOTro Ha BeO-cailTe.

T9.12. HIudposanue BBIBOJUMOM uH(pOpMaINH,
UCIIONIb30BaHUE cTeraHorpadguu Ais  COKphITUA  (akTa
BbIBOJIa MH(OPMAIIHH.

T9.13. BeiBog undopmaruu uepe3 npeocTaBiIeHUE JOCTyIa
K ¢GaililoBBIM  XpaHWIHWIIaM ©  0a3aM  JaHHBIX B
UH(PPACTPYKTYype CKOMIIPOMETHUPOBAHHOW CHCTEMBl WU
CETH, B TOM YHUCJIE IIyTEM CO3[IaHMS HOBBIX YUYETHBIX 3aIIUCEN
WK Iep€aadu JaHHBIX JJIA aYTeHTI/ICbI/IKaIII/II/I M aBTOpHU3allun
HMMEIOLMXCS YYETHBIX 3aIUCEN.

T9.14. BeiBo uHoOpMayu myTeM pa3MelleHus COOOIeHNH
wid ¢aiiioB Ha MyONMYHBIX pecypcax, IAOCTYHHBIX IS
AHOHMMHOTO Hapymurenas (popymbl, QailiooOMeHHbIE
cepBHChl, (PoToOaHKH, OOIAYHBIE CEPBUCHI, COLHMATILHBIC
CETH).
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[Mpumeuanue 18: COOp W BBIBOA M3 CHUCTEMBI WM CETH
nHpopMmanuu, HEOOXOAUMOW ISl JadbHEHUIIUX JIeHCTBUMA
Opyu peanu3alu yrpo3 0Oe3omacHOCTH WHGPOPMALUU WIH
peanu3alM  HOBBIX  YIPO3  MOJET  BBIIOJHATBCA C
UCTIOJB30BAaHUEM OJHOM WM 0Oojee U3 IMepeYUCICHHBIX
BBIIIIE TEXHUK JUJIsl peajln3allii pe3epBHBIX KaHAJIOB BbIBOJA
uHpOopMaLIUH.

T10

HecankumonupoBaHHbIN

JOCTYT u ()
BO3JICUCTBHUE Ha
nH(pOPMAaLOHHbIE

pecypchl WIH

KOMIIOHEHTBI CHUCTEM U
CeTel, NPUBOIANINE K
HETaTUBHBIM
MOCJIEICTBUSM

TakTuueckas
JOCTIDKCHHE
HapyLIUTEIEM
KOHCYHOM LI,
MPUBOJISIIIECE K
peanu3auuu
MOJEIIUPYEMOMN  yTPO3BI
Hu MIPUYUHEHUIO
HEJIOMYCTUMBIX
HEraTUBHBIX
MOCJIEICTBUI

3aJayda.

T10.1. HecaHKIIMOHUPOBAHHBIA AOCTYN K HH(GOPMAIMH B
namMsTH CHUCTEMBI, (ailloBoil cucteme, 0a3ax JaHHBIX,
PEHO3UTOPHSIX, B IPOrPAMMHBIX MOJYJISIX U MPOILIMBKAX.

T10.2. HecaHKUMOHMPOBAaHHOE BO3JIEHCTBUE HA CUCTEMHOE

mporpaMMHOE  o0ecriedeHue, ero KOHQUTYpalui U
napameTpbl JOCTyIa.

T10.3. HecankimonupoBanHoe BO3JICHCTBUE Ha
MporpaMMHbIE ~ MOJYJIU  MPHUKIATHOTO  MPOTPAMMHOIO
obecreyeHus..

T10.4. HecankuumonupoBannoe BO3/CHCTBHE Ha

MPOrPaMMHBIN KOJl, KOHPUTYypallMio U HmapaMeTpbl JOCTYIa
IPUKJIATHOTO MPOrPaMMHOI0 00€CIIEUEHHUSI.

T10.5. HecankimonupoBanHoe BO3JICHCTBUE Ha
MPOTPaMMHBIA KOJI, KOHPUTYpaIMI0 U TapaMeTpbl JOCTYIIa
CHCTEMHOT'O ITPOrPaMMHOTO 00€CTICUCHHUS.

T10.6. Hecanknmonuposannoe BO3JICHCTBHE Ha
MPOrPaMMHBIN KOJl, KOHPUTYypallMio U HmapaMeTpbl JOCTyIa
IIPOLIMBKHU YCTPOMCTBA.

T10.7. Tlogmena wuHpopManuu (HampuMmep, IJIATEKHbBIX
PEKBHU3UTOB) B MaMATH WM UHPOPMAIUH, XPAaHUMOU B BUJIE
¢aiinoB, nHpopManmu B 0azax MaHHBIX U PEMO3UTOPHSIX,
uHGOpMAllUM HAa HEpa3MEYEHHBIX O00JacTIX JUCKOB U
CMEHHBIX HOCHUTEJICH.

T10.8. YHuuTOX€HNE NH(pOpPMALMHU, BKITIOYas HH(POPMALIHIO,
XpaHUMYIO B BUjie ¢aitioB, nHopmaiuio B 6a3ax JaHHBIX U
Peno3uTopHsxX, HHPOPMALIMIO Ha Hepa3MEUYEeHHBIX 00JacTsX
JIUCKOB | CMEHHBIX HOCHUTEJIEH.

T10.9. Ho6aBnenue uHdopmanuu (Hampumep, AedercuHr
KOPIOPAaTUBHOIO OpTaJa, MyOIHKaIHs JIO)KHOM HOBOCTH).

T10.10. Opranuzanust 0TKaza B OOCITYXKHMBAaHUM OJHOW WU
HECKOJBKHUX CHUCTEM, KOMIIOHEHTOB CUCTEMEI MIIH CETH.

T10.11. HeueneBoe ncnosib30BaHNuE PECYPCOB CUCTEMBI.
[Ipumepsi: 1) opranuzanusi MaHMHTOBOW MIaTGOpMbI; 2)
OpraHu3zaiys miaTGopMbl I OCYIIECTBICHHUS aTaKk 0TKa3a B
00CIyKMBaHUU Ha CMEXHbIE CUCTEMBI U CETH.

T10.12. HecanknuonuposanHoe BO3JICHCTBUE Ha
ABTOMATU3UPOBAHHBIE CHCTEMbI YIPABICHUS C LEJbIO
BbI30BAa OTKa3a WM HapylmieHus (yHKIUH yrnpaBieHus, B
ToM uyucie Ha ACY KpUTHUECKH BaXXHBIX OOBEKTOB,
MOTEHLIUAIBHO OITaCHBIX 00BEKTOB, 00BEKTOB,
MPEJICTABIISIIOIINX MOBBIIICHHYI0 OMNAcCHOCTh JI KU3HU U
3I0pOBBS JIOJAEH U A OKPYXaroLleW MPUPOJHON Cpenbl, B
TOM YHCJI€ OMACHBIX MPOU3BOJCTBEHHBIX OOBEKTOB.

IIpumepsr: 1) Bo3deiicTBME Ha aBTOMAaTH3UPOBAHHBIE
CHCTEMBI yIpaBJeHHUs] OOBEKTOB TPAHCHOPTA; 2) YIAJICHHOE
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BO3JICHiCTBME Ha [HU(POBBIE CHCTEMBI W TMEPBUYHOE
obopynoBaHue 00BEKTOB AJIEKTPOIHEPTETHKH, 3)
BO3JICUCTBUE HA CHCTEMbl YIPaBJICHUS TEXHOJIOTHYECKUM
IPOLIECCOM HEe(DTEXHUMHUECKOTO O0OBEKTA.

T10.13. HecankimonupoBannoe BO3/ICHCTBUE Ha
ABTOMATU3UPOBAHHBIE CHCTEMbI YIPABICHUS C LEJbIO
BBI30BA OTKa3a WJIM MOJIOMKH OOOpYAOBaHUS, B TOM YHCIIE
ACY KpUTHYECKHM BaXXHbIX OOBEKTOB, IOTEHIIUAILHO
OTaCHBIX 00BEKTOB, 00BEKTOB, MPEACTABIISIOLIUX
MOBBILICHHYIO.

T10.14. OTkiaroueHHe CUCTEM M CPEIACTB MOHMTOPHHIA U
3alIUTHI OT YTPO3 MPOMBIIIICHHON, (PU3NUECKON, MOKAPHOMH,
AKOJIOTHUYECKOH, paiMalliOHHON OE30MacCHOCTH, UHBIX BU/IOB
0€30MacHOCTH, B TOM UYUCJI€ KPUTHUYECKH BaXKHBIX OOBEKTOB,
MMOTEHIINAIBHO OITaCHBIX 0O0BEKTOB, 00BEKTOB,
MPEJICTABIISIIONINX MOBBIIICHHYIO OMACHOCTh JI KU3HU U
3I0pPOBBS JIIOJIEH U I OKPYKAOLIEH ITPUPOJHOM Cpenbl, B
TOM YHCJIE€ OMACHBIX ITPOU3BOJICTBEHHBIX O0HEKTOB.

T10.15. Bo3aeiicTBrue Ha MHPOPMAIIMOHHBIC PEeCypChl Yepe3
CUCTEMBbl pPaclo3HABAaHUSl BU3YaJbHBIX, 3BYKOBBIX 00pa3oB,
CHUCTEMBI TEOIMO3UIIMOHUPOBAHUSA U OPHEHTAIMH, IaTYUKH
BUOpallUY, TMPOYME AATYUKH M CHUCTEMBbI MpeoOpa3oBaHUs
CUTHAJIOB (PM3UYECKOr0 MUpa B MU(POBOE MPEICTABICHHUE C
LEJbIO MOJIHOTO UM YaCTHYHOTO BBIBOJIA CHCTEMBI U3 CTPOS
WJIM HECAaHKIIMOHUPOBAHHOTO YIIPABIIEHUS CUCTEMOM.
IIpumepsr: 1) HaHeceHHWE  HENETMTHUMHON  pa3METKH
JIOPOKHOTO TIOJOTHA C IIEJbI0 BbI30Ba COOSI CHCTEMBI
ABTOMAaTUYECKOTO YIPABICHUS aBTOMOOMIIEM; 2)
HCIIOJIH30BaHNE CreIUaIbHbIX CHUMBOJIOB B
UACHTU(PUKAIIMOHHOM  3HaKe  (U3NYECKOr0  OOBEKTa,
pacro3HaBaeMOM KaMepaMu BUICOHAOIIOICHHUSI.
[Tpumeuanue 19: HecaHKIMOHUPOBAHHBIM AOCTYN U (WJIH)
BO3JICUCTBME HAa  MH(POPMALIMOHHBIE  PECypChl  WIH
KOMITIOHEHTBI CUCTEM U CETEeH, MPHUBOJSIIECE K HEraTHUBHBIM
MOCJIC/ICTBUSIM TP peai3alldd  Yyrpo3 0e30MacHOCTH
uH(pOpMAallUM WM pealli3allii  HOBBIX yIPO3, MOXKET
BBITIOJIHSITBCSL C HCIOJB30BaHUEM OJHOW WM Oojee u3
MEPEYUCIICHHBIX  BBIIE  TEXHUK ISl TIOBBIIICHUS
3¢ (PEeKTUBHOCTH BO3JIEHCTBUSI C TOYKH 3PEHHS HAPYIIUTEIS
WIH 7S peaju3alui HECKOJNbKHX THIOB BO3JCUCTBUS Ha
aTaKyeMYIO CHUCTEMY.

9. OmnpenesieHne aKTYaJIbHBIX YIP03 0€30MaCHOCTH MePCOHANBHBIX AaHHbIX B UCIIIH
AKTyalbHOM CUMTaeTcsi yrposa, KoTopas MoxkeT ObITh peanuszoBaHa B VMCII[H u mpencrasnser
onacHocThb st [1/[H.

AKTYaJIbHOCTb YI'pO3bl OIIPEEISIETCS CAEAYIOUIMMU ITapaMeTpaMu:
- ypoBeHb ucxoaHo 3amuimensoctr UCI/H;

- YacToTa (BepOsSTHOCTh) Peai3allii PacCMaTpUBACMOM YTPO3bI.
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[Tong ypoBHem wucxomuoi 3amumeHHocTd WCII[H moHuMaercs 0O0OOIIEHHBINH IMOKa3aTeNb,

3aBUCSILUN OT TEXHUUYECKUX U IKCILTyaTallMOHHbIX XapakrepucTuk MCII/H.

IMoka3aTenu ucxoanoii 3amumennoctu UCIIn

CTOPOHHHM TOJIB30BATEISIM
NCIIIn 6e3 npeaBapUTeIbHOM
00paboTKHu

No [TapameTp 3HayeHue YpoBeHb
3alIMIIEHHOCTH
1. TeppuropralibHOE pa3MeleHue Kopnioparushnas pacnpeneneHsas BBICOKHM
NCTIIn, oxBaThIBaro11as MHOTHE
MOAPA3ACIICHUs] OQHOM OpraHu3aluu
2. Hannune coeqnHenuii ¢ ceTsiMu NCII/Ix, umeromasi OTHOTOYCYHBIHN BBICOKHI
00IIero Mnojab30BaHUs BBIXOJ] B C€Th OOUIETO MOJIb30BAHUS
3. Berpoennsie (jieranbHble) 3anuce, COpTUPOBKA, yaJICHUE CpeIHHUI
OTIEpaLIU C 3aMucsIMu 0a3
MIEPCOHAJIbHBIX JIAHHBIX
4. Pasrpannuenne nocrymna k NCTI/IH, k KOTOpOH UMEET 10CTyI CpEeIHUM
MEPCOHAJIBHBIM JaHHBIM OIpEeIETICHHBIN NepeYeHb
COTPYAHUKOB OpraHU3aIliH,
sBIsromeiics BaagenbneMm MCII/H,
60 cyobekT I11n
5. Hannuwne coenunenuii ¢ [pyrumMmu NCIIIH, B KOTOpPOIl HCTIOIB3YETCS BBICOKHH
6azamu I1/]x nasx UCII/H onHa 6a3a [1/]n, mpuHaamexamas
OpraHu3alyy - BJIaJeNbIly JaHHON
NUCIIOn
6. YpoBeHb 0600111eHUs NCIIH, B KOTOpO#1 peiocTaBiIsieMble CpenHui
(o6e3nuuuBanus) [1/1xn MOJIb30BATEIIO JAHHBIC HE SBIISIFOTCS
0e3TMYeHHBIMH (T.€. IPUCYTCTBYET
rH(pOpMaIUs, TO3BOJISIONIAS
uaeHTuuIMpoBath cyorekra [1/1H)
7. O6nem I1/1H, KOTOpHBIE UCITIdnH, HE Tpe0oCTaBIISIONINE BBICOKUH
MPEA0CTaBIIAIOTCS HUKaKoW uHpOpMaIuu

3HAYEHUIO YPOBHS 3alMUICHHOCTH «BBICOKHII» COOTBETCTBYIOT 4 XapaKTEpUCTHKH, 3HAYCHHUIO

ypoBHsI «Cpennuii» - 3 xapakTepuUCTHKH. TakuM o00pa3oM, 4uCIOBOM KO3((PUIMEHT HCXOIHOM

samumeHHoctd VMCITIn Y1 cooTBeTCTByeT 3Ha4YeHUI0 S5 -

3alIUINCHHOCTH.

CpeaHdaA CTCIICHb HCXOIHOM

B Ttabnuue Huxke npuBeACHB AaHHbIE 00 OIEHKE aKTyaJbHOCTH yrpo3. [ms xaxmoill yrpossl

OTIPEIEISETCSI BEPOSITHOCTh PeaTu3aliy YIpo3bl Y2 ¥ COOTBETCTBYIOMINN KOI(DPUITHEHT:

0 - 1t MaOBEPOSITHOM yTrpo3bl;
2 - U1 HU3KOM BEpOSATHOCTH YTPO3bI;
S - U1l cpeTHEN BEPOSTHOCTH YTPO3bI;

10 - 17151 BBICOKOM BEPOSITHOCTH YTPO3HI.

C y4yeToMm 3Toro peaan3yeMoCTh KaXJ10i yrpo3bl Y pacCUuThIBAaETCs 1Mo Gpopmyie:
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Y = (YI+Y2)/20.

[lo 3Hauenwro Kod(pduIKeHTa peaTu3yeMOCTH Y <¢opmupyercs BepOanbHas

yrpo3bl
MHTEPIpPETAINs PEaTU3yeMOCTH YTPO3bI CIEAYIOIINUM 00pa3oMm:
ecin 0<7<0,3, TO BO3MOXHOCTb PEAIM3alliU YIpO3bl IPU3HAETCS HU3KOM;

ecnu 0,3<7 <0,6, TO BO3MOKHOCTb peaau3aliy yrpo3bl IPU3HAETCS CPEAHEN;

eciu 0,6<I" <0,8, TO BO3MOXHOCTh pea3alluy yIpo3bl MPU3HAETCS BHICOKOM;

ecin Y <0,8, TO BO3MOKHOCTb peajii3alliy yrpo3bl IPU3HAETCS OYEHb BHICOKOM.

Jlanee oueHuBaeTCs ONACHOCTh KaX10il yrpossl. IIpum oneHke omacHOCTH Ha OCHOBE OIIpoca
AKCIIEPTOB OMPEIEIAETCs BepOaIbHBIN IMOKa3aTelbh OMMaCHOCTH i1 paccMaTpuBaemoirt CII/IH.
DTOT MOKa3aTeab UMEET TPU 3HAUCHUS:

HU3Kasl OMAaCHOCTh - €CIM peajn3anusi yrpo3bl MOXKET MPUBECTH K HE3HAYUTEIIbHBIM HETaTUBHBIM
MOCJIC/ICTBHSM JIJII CYOBEKTOB IEPCOHATBHBIX JTAHHBIX;

CpEIHsIsl OMACHOCTD - €CIIM pealiu3alisl YITPO3bl MOXKET MPUBECTH K HETATUBHBIM MOCIIECICTBHUAM IS
CyOBEKTOB MEPCOHAIBHBIX TaHHBIX;

BBICOKAsl OTMIACHOCTH - €CIIM peau3als Yyrpo3bl MOXKET NMPUBECTH K 3HAUUTEIBHBIM HETaTHUBHBIM
MOCJIC/ICTBHSM JJI1 CYObEKTOB NIEPCOHAIBHBIX JIAHHBIX.

3areM OCyIEeCTBISCTCS] BRIOOP M3 00mIero (TpeaBapuTeIbHOr0) MepedHs yrpo3 0e30MacHOCTH TeX,

KOTOPBIC OTHOCATCA K aKTYyaJIbHbIM JJIA JTaHHOM HCHI[H, B COOTBETCTBUU C IIPpaBUJIAMHU,

HpI/IBe)IéHHBIMI/I B Ta6J'II/II_Ie HWXKC.

Bo3MokHOCTH IToka3aTenb OACHOCTH YIPO3bI
peajn3anum yrpossl Hwuskas Cpennss Bricokast
Huskas HEaKTyaJlbHas HEaKTyaJlbHas aKTyaJibHast
Cp CaHAA HCaKTyaJIbHasd aKTyalibHasd aKTyaJibHas
Bricokas aKTyaJlbHas aKTyaJIbHas aKTyaJbHas
OueHb BbICOKas aKTyaJlbHas aKTyaJIbHas aKTyajlbHas

CocraB yrpo3 onpenené cieayromum oopa3zom. Ha ocHoBe «ba3oBoit Mosienu yrpo3 6e3omacHOCTH
MEePCOHANBHBIX JAHHBIX MPU WX 00paboTke B WHPOPMAIMOHHBIX CHCTEMax MEpPCOHAIbHBIX
JAHHBIX» YCTAHOBJIEHA THUIOBas MOJENb Yrpo3 OezomacHocTH, akTyanbHas mias UIT: TumoBas
MOJIeTIb YIpo3 O€30MacHOCTH TEPCOHAJIbHBIX JAaHHBIX, 00pabaThIBA€MBIX B paclpeaeleHHbIX
I/IH(bOpMaIII/IOHHBIX CUCTEMAX MNCPCOHAIBHBIX HAHHBIX, MUMCHOIIHWX IOAKIIOYECHUC K CCTAM CBA3H
o0IIIero Mob30BaHMs M(WIIH) CETSIM MEXKIyHapoaHOro MH(popmanuoHHOro obmeHa. J[ns maHHOM
TUIIOBOM MOJIETT BO3MOKHA pean3alus Cleayomux yrpo3 6e3omacuoctu [1/1H:

Ta0uauua yrpo3 u ux XapaKTepUCTUKH

| HaumeHnoBanue yrpossl \ BepositHocTh Y2 \ PeanuzyemoctsY \ OmnacHOCTh \ AKTYaJIbHOCTh
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YTpo3bl yTeukd HHPOPMALIMH 110 TEXHUYECKUM KaHaJIaM

Yrpo3sl
aKyCTHYECKOU
(peueBoit) nHbOpPMAITIU

YTEUKU

MaJIOBEPOSITHO

V)

Huzkas (0,25)

HU3KaA

HCaKTyaJIbHas

Yrpo3sl YTEUKHU
BUJI0BOM HH(pOopManuu

MaJIOBEPOATHO

(0)

Huzkas (0,25)

HHU3Kas

HEaKTyaJbHas

Yrpo3sl YTEUKHU
UH(pOpMALIUU 10 KaHATY
[IOMHWH

MaJIOBEPOSTHO

(0)

Huzkas (0,25)

HHU3KasA

HEaKTyaJbHas

Yrpo3et HCJI x [1/1n Henocpencrsenno B UCIIJIH

Yrpo3bl, pealinzyeMble B
xoJie 3arpy3Kku
ONepauOHHON
CUCTEMBI u
HaIpaBJICHHBIC Ha
nepexBaT napoJiei uiu
UACHTU(DHUKATOPOB,
MoauduKau 0a30BOH
CHCTEMBI BBOJa/BBIBO/IA
(BIOS), rnepexsaT
YIPABJICHUS 3arpy3KOu

MaJIOBEPOATHO

(0)

Huzkas (0,25)

cpenHss

HEaKTyaJbHas

VYrpo3bl, peanusyemble
nocie 3arpys3Ku
OIEPAIMOHHOMN
CHCTEMBI "
HarpaBJIeHHbIE Ha
BBITTOJIHEHHE
HECAHKIIMOHUPOBAHHOTO
JocTyna C
pUMEHEHUEM
CTaHJAPTHBIX (PYyHKUIUH
(YHMUYTOXEHHE,
KOTIMPOBAHUE,
nepeMeleHue,
dbopmatrpoBaHue u
T.I1.) ONEPAUOHHON
CUCTEMBl WJIH KaKOW-
1100 IIPUKIIATHOM
IPOTPaMMBEI, C
PUMEHEHHEM
CHENHaTbHO CO3aHHBIX
JUISL BBITTOJTHEHUS

HCJI mporpamm

MaJIOBEPOATHO

(0)

Huskas (0,25)

CPCIAHAA

HCaKTYyaJIbHaAd

Yrpo3sl BHEJIpEHUs
BPEIOHOCHBIX
IporpaMm

CpenHsis
BEpPOSITHOCTH (5)

cpennsis (0,5)

HU3KadA

HCaKTYyaJIbHaA

CereBble yrpo3bl

Yrpo3sl "AHanu3a
cereBoro Tpaduka" ¢
NepexBaToM
repeaBacMon 1Mo CETH
nHpopmaruu

HU3Kas
BEPOSTHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJlbHas
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Yrpo3sl
napoJieit

BBISIBJICHUA

HU3Kas
BEpPOSITHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJbHas

Yrpo3sl YAAJIEHHOTO
3aIycKa MpUJI0KEHU I

HU3Kas
BEpPOSITHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyalibHas

Yrpo3sl BHEApPEHHs IO
ceTu BPEIOHOCHBIX
IporpaMm

HU3KasI
BEPOATHOCTH (2)

cpennsis (0,35)

HHU3Kas

HEaKTyaJbHas

YTrpo3bl U3 BHEITHUX CETEH

Yrpo3bt "Ananuza
cereBoro Tpaduka"' ¢
nepexBaToM
nepeaBacMomn BO
BHEIIIHUE CeTH u
NPUHUMAEMON U3
BHEIIIHUX
nHpopmanuu

cereit

HU3Kas
BEpPOSITHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJibHas

Yrpo3sl CKaHMPOBAHWI,
HaIpaBJICHHbIE Ha
BBISBIICHUE THIIA
OIEepPAIMOHHOMN
CUCTEMBI APM,
OTKPBITBIX TMOPTOB H
CIIy k0, OTKPBITBIX
COEJIMHEHUH U JIp.

MaJIOBEPOSITHO

(0)

Huskas (0,25)

HHU3Kas

HCaKTyaJIbHad

Yrpo3bl BBISIBJIICHUS
napoJieu

HU3Kas
BEPOSTHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyalibHast

Yrpo3sl MOJTy4EeHUS
HCJl nyrem mnoameHsl
JIOBEPEHHOTO

o0BeKTa

MaJIOBCPOSATHO

(0)

Huszkas (0,25)

HU3KaA

HCaKTYyaJIbHaA

VYrpo3sl Thuna "OTka3 B
obcnyxuBaHuu"

HU3Kas
BEPOSTHOCTH (2)

cpenusis (0,35)

cpeaHsis

aKTyaJibHast

Yrpo3bl YAAIEHHOTO
3aMyCKa MPHIJIOKEHHUI

MaJIOBCPOSATHO

()

Huszkas (0,25)

HU3KaA

HCaKTYyaJIbHaA

Yrpo3sl BHEApPEHUs IO
ceTu BPE/IOHOCHBIX
porpaMm

cpenHsis
BEpPOSITHOCTH (5)

cpenusis (0,5)

cpeaHsis

aKTyaJibHast

10. MeponpusiTusi Mo nNpeAOTBpaleHUuI0 yrpo3 0esonacuoctu I1/{n

AKTyanbHbBIE YTPO3bI

MeponpusTus 1o NpeaoTBPAILEHUIO YTPO3

CereBble yrpo3bl:

VYrpo3sl "Amnamuza cereBoro Tpaduka' c
NepexBaTOM  IepelaBaéMoil 1O  CeTH
uH(popMannu; YTpo3sl BhISIBICHUS TapoJiei;
VYTpo3bl yIaneHHOro 3aycKka IpUI0KEeHN;
Yrpo3sl W3 BHEIIHUX CETEH: YTPO3bI
"Ananu3za cereBoro Tpaduka' ¢ nepexBaTom
IIepelaBaéMoOil  BO  BHEIIHUE CETH U

NPUHUMAEMOM M3  BHENIHUX cerei

Peanu3anus cucTembl C yCTaHOBJIEHHBIMH IS
nepenadyu

nH(}OpMaLIUK OTPAaHUYEHHOTO JIOCTYyMa
cepTu(UIMPOBAHHBIMU MEXaHU3MaMU
3anuThl, Hanpumep, ViPNet u npyrux,
OTBEYAIOIIUX TpeOOBaHUAM OE€30MaCHOCTH
uHpopMauu B COOTBETCTBUU C
@enepanbHbiM  3akOHOM 0T 27.07.2006 Ne
152-®3 «O nepcoHaNbHBIX JaHHBIX).
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uHpopManuu; YTpo3bl BbISIBICHUS MTapoJIei;
VYrpo3sl thma "OTka3z B oOcmyxuBaHuU'";
Yrpo3sl BHEAPEHMS 110 CETH BPEIOHOCHBIX
IIporpamm.

VYrpo3sl Ge3zomacHoctu I1/[H mpu oOmene
[1/IH ¢ BHEITHUMM OpraHU3aALUSIMU U
oipa3iesIeHUsIMU

KOMITaHHUH qcepes3

UH(POPMALIMOHHbBIE CUCTEMBI.

Opranu3anus goctyna pabOTHUKOB

HII x cucremMaM, pPEKOMEHIOBAHHBIM JUIS
neperaqn

B DJIEKTPOHHOM BHjI€ HH(POpMAIIUH,
coJieprKalue
BpemMennsie MeponpusaTHs:

MepPCOHATBHBIE JIaHHBIE.
1. [lepenaya AOKYMEHTOB, COJIEPKAIINX
I[Idua, wuepes EACH ¢
OMETKOM «OrpaHUYeHHBIN TOCTYIIY.
2. [Tepenaua [1/1x
MAalIMHHBIX ~ HOCHUTEIX

o0s13aTeNbHON
HA  CBhEMHBIX
uHpopmaruu ¢
coOnrogeHreM TpeOOBaHUII HOPMATHUBHBIX
nokymentos  UII
0€30MacHOCTH U JICTIOIPOU3BOJICTBY.

no UH(POPMAIMOHHON

VYrpo3a oTCyTCTBUS OJIOKMPOBKHU
YUYETHOM 3aIKiCu TPU MOKUIAHUT
pabouero Mecta pabOTHHKOM

1. YcraHOBHTH TEPHOAMYHOCTH CMEHBI
napoJisi y4ETHOM 3aIucHu.

2. IlpoBectn oOyueHue pabOTHHUKOB O
HEOOXOJUMOCTH  OJIOKUPOBKM  YUETHOH
3aMucy TpPU TOKUAaHWU pabodero mecra
Ooree yeM Ha 5 MUHYT WIU MPH OTCYTCTBUH
J0CTymna

IMOCTOPOHHECTO JIMIIA K y‘IGTHOI\/'I 3aItucCH.

3PUTCIBHOTO KOHTPOJIA

3. IlpoBectu oOyueHuEe pPYKOBOAUTEIEH O

HEOOXOUMOCTH  KOHTPOJISI  OJIOKUPOBKH

YYETHOM  3amucu paOOTHUKaMU  TIpU

INOKHIAaHUUN pa60qero MCECTa.

BAKNPOBA PETVHA
NITIbHYPOBHA
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JIucT o3HakomuieHnsi ¢ Moiesibio yrpo3 0e30IMacHOCTH MePCOHAJILHBIX TaHHBIX B

HH(l)OpMaIIHOHHOﬁ CUCTEME NIEPCOHATBHBIX JaHHBIX

/a

®OUO paboTHHKA

Jara

O3HAaKOMIJICHHUA

IMoamuce

paboTHHKA
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